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1. NXLog

1.1 NXLog 2248

NXLog Y plugin ZREBARFFETEENEABNER - BATANERMENER  RERFEZXFETHRENAL - o
VIRRERARREA - EEMELEEIR ESHaciE -

https://nxlog.co/documentation/nxlog-user-guide#modules-im

Input _ . Processar Output
Im_xxx pm_xxx om_xxx

Input Processor Output
Im_xxx PM_Xxx o _Xxx
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1.2 NXLog %5

(1) & NXLog

RIEABE https://nxlog.co/products/nxlog-community-edition/download

TEBULFF AR nxlog-ce-x.xx.xxxx.msi - #fl: nxlog-ce-2.10.2150.msi

f'j Windows nxlog-ce-2.10.2150.ms
il

(2) &% NXLog

252 [nxlog-ce-2.10.2150.msi] -> 1% [Install] | [Finish]

#7 NXLog-CE Setup — ®

Ready to install NXLog-CE @

Click Install to begin the installation. Clidk Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back || Install || Cancel
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2 RERN

b=103
Hi

(3) MHILEZ NXLog
(3.1) Windows 2000 - 2003

T&EE4 https://www.npartnertech.com/download/tech/nxlog Win2003File.conf -> FARY [T RIAFET] > WA

copy "C:\Documents and Settings\Administrator\nxlog_Win2003File.conf" "C:\Program Files\nxlog\conf\nxlog.conf"

ly &% NXLog REE

- Windows [ -
e 1985-2 icrosoft Corp °

nts and Settings\idministrator>copy "C:\Documents and Settings\idministratorsnxlog_Win2B@3File.conf" “C:\Program Files\nxlogconf\nxlog.conf" /y
1 fEFEE -

ocuments and Settings™dministrator>_

(3.2) Windows 2008 or higher

TEELE https://www.npartnertech.com/download/tech/nxlog Win2008File.conf -> FARY [Windows PowerShell] ->

B

A Copy-ltem nxlog_Win2008File.conf 'C:\Program Files (x86)\nxlog\confinxlog.conf' &2 NXLog &%

EX Administrator: Windows PowerShell - O *

\Administrator\Downloads> Copy-Item nxlog Win2@@88File.conf

Administrator\Downloads
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1.3 NXLog R&EHE

1.3.1 Windows 2000 - 2003

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start.
define NCloud 192.168.1.184

define ROOT C:\Program Files\nxlog

define CERTDIR %ROOT%\cert

define CONFDIR  %ROOT%\conf

define LOGDIR  %ROOT%\data

define LOGFILE %LOGDIR%\nxlog.log

LogFile %LOGFILE%

Moduledir %ROOT%\modules
CacheDir %ROOT%\data

Pidfile %ROO0T%\data\nxlog.pid
SpoolDir  %ROO0OT%\data

## Load the modules needed by the outputs
<Extension syslog>

Module Xxm_syslog
</Extension>

## For windows File 2000 - 2003 Event Log use the following:
<Input in_eventlog>
Module im_mseventlog
ReadFromLast TRUE
SavePos TRUE Exec parse_syslog_bsd(); \

if (EventID == 560 or $EventID == 561 or $EventID == 562 or $EventID == 563 or $EventID == 564 or
$EventID ==565 or $EventlD == 566 or $EventID == 567 or $EventID == 568 or $EventID == 569 or $EventID ==
570) { $SyslogFacilityValue = 13; } \

else if ($SourceName == "Service Control Manager") { $SyslogFacilityValue = 13; } \

else\

{

drop();\
}

</Input>

<Output out_eventlog>
Module om_udp
Host %NCloud%
Port 514
Exec $Message = string($EventID) + " " + $Message;
Exec if (5EventType == 'ERROR' or $EventType == 'AUDIT_FAILURE') { $SyslogSeverityValue = 3; } \
else if (JEventType == 'WARNING') { $SyslogSeverityValue = 4; }\
else if ($EventType =="'INFO' or $EventType == 'AUDIT_SUCCESS') {$SyslogSeverityValue =5;}
Exec to_syslog_bsd();
</Output>

<Route eventlog>

Path in_eventlog => out_eventlog
</Route>
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EBXFEIFE# A N-Reporter %% IP address

define NCloud

AXHEHHIRIFES 32bit 1FERR - BIFFRRMIRIES 64bit

define ROOT
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1.3.2 Windows 2008 or higher

# Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start.
define NCloud 192.168.1.184

define ROOT C:\Program Files (x86)\nxlog

define CERTDIR %ROOT%\cert

define CONFDIR %ROOT%\conf

define LOGDIR  %ROOT%\data

define LOGFILE %LOGDIR%\nxlog.log

LogFile %LOGFILE%

Moduledir %ROOT%\modules
CacheDir %ROOT%\data

Pidfile %RO0OT%\data\nxlog.pid
SpoolDir  %ROOT%\data

## Load the modules needed by the outputs
<Extension syslog>

Module xm_syslog
</Extension>

## For Windows File 2008 or higher Event Log ust the following:
<Input in_eventlog>
Module im_msvistalog
ReadFromLast TRUE
SavePos TRUE
Query <QueryList>\
<Query 1d="0">\
<Select Path="Security">*[System[(EventID=5145)]]</Select> \
<Select Path="Security">*[System[(EventID=5140 or EventID=5142 or EventlD=5143 or EventID=5144 or
EventID=5168)]]</Select>\
<Select Path="Security">*[System[(EventID=4656 or EventID=4658 or EventlD=4660 or EventID=4663 or
EventlD=4664 or EventlD=4985 or EventlD=5051 or EventlD=4670)]]</Select>\
</Query>\
</QueryList>
</Input>

<Output out_eventlog>
Module om_udp
Host %NCloud%
Port 514
Exec $Message = string($SourceName) + ": " + string($EventID) + ": " + $Message;
Exec if (5EventType == 'ERROR' or $EventType == "'AUDIT_FAILURE") { $SyslogSeverityValue = 3; } \
else if (JEventType == 'WARNING') { $SyslogSeverityValue = 4; }\
else if (JEventType =="INFO' or $EventType == 'AUDIT_SUCCESS') { $SyslogSeverityValue =5;}
Exec to_syslog_bsd();
</Output>

<Route eventlog>

Path  in_eventlog => out_eventlog
</Route>
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EBNFEMIFAR A N-Reporter 4% IP address

define NCloud
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1.4 NXLog RYENARFS
1.4.1 Windows 2000 - 2003

FEL [ RRF U] -> BWA netstart nxlog B{El nxlog BRFE-> EIA type "C:\Program Files\nxlog\data\nxlog.log"

ERRAEZRANR

o | S AT
Microsoft Windows [fF 5.2.379@1
<C> hRiERRE 1985-2083 Microsoft Corp ©

C:sDocuments and Settings“Adminisztratornet start nxlog

nxlog 57 E%:iﬁ
nxlugﬁ E, |

C:sDocuments and Settings™Administrator>type "C:“Program Files“nxlog-data“nxlog.log®
12019-06—-86 1A:23:38 INFO nxlog-—ce—2.18.2158 started

C:sDocuments and Settings™Administratorl
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1.4.2 Windows 2008 or higher

BB [Windows PowerShell] -> i A Start-Service nxlog B{#E) nxlog BR#FF Get-Service nxlog & nxlog AR

20 2
EEE RATL/T

8 -> B A Get-Content 'C:\Program Files (x86)\nxlog\data\nxlog.log' f#&8:8

EN Administrator: Windows PowerShell — O >

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights res

Name

Running nxlog

£ N-Partner 11



2. Windows 2003
T DRI B TEREAREST -

2.1 #3ig
2.1.1 #HMEAIBTE

(1) BIRY AD fEFIZEFIENY

FARY [Active Directory 1 F& F1&E K]

(2) BFiBEmE L

£ [AmEHE] EEAR > EE ] > ME [EEEN)

4% Active Directory I E B EIE

< BRE ATW SR #EW HEE 0000 | _16]x

e= OB FRR 2E gl vEE
Active Directory (HFEEEERES [w [N o e B

[ 7T ETEy

= =T

artier local

ﬁmr%]@ I a. budltnDomed
- e B
Lo I - . =
60 Foreignse SEAR T . witPrincipal: &
TR ssammmasC.. 5B
e ThEE SRR (L)
PRt
=20
SR A,
R 00 r ?ﬁ% P
TR (D) N
EREET
FEHEEL).
HE R
EHBH(H;
4| | o

B | |
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(3) WABME LB
B ABENIBTE: Servers > BT [FERE]
59t - ARER ]|

BBSTE:  nparmerlocal!
k=t (A):
Servers

n_

(4) ZErERRE 2 HRVEBEN

B [Computers] AAMEAI -> £ [EINETE(Win2003)] BB AH > FE [BE)
4% Active Directory & 2 SIS

< BREO ATW RO #EW HA® 20000 | -15]x
= | AE LB XEFEIR 20| Vilh 7L
<5 hctive Diotory BFRERBH [v
w1 TS :
El@ npartner local

Builtin

|:| Users

(3] Servers EREIRE) *
BT (T
I (T
AER)
Ev BH (H)

ol | ANl | i

WS RS E B S — R | |
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(5) EIFAHMEN
EIE [Servers] AHBMEBN -> Z N [EE]

] HE|
AR S

= @ npartuer

[+ Builtin

- Computers

{25 Domain Controllers

RiH

(6) MR ERFCEE EMAABEN

PHIE [Servers]) AHAEBAI - R [EBIEEBHE(WIin2003)] ERzRCEEE)
4% Active Directory & 2 SIS

< BREO ATW RO #EW HA® 20000 | -15]x
&= | Bm 4R XEER 20 RIREYE
<5 hctive Diotory BFRERBH [v
|:| HiTEs :
El@ npartner local
- Computers

@ Domain Controllers
#-[_] ForeignSecurityPrincipals

[ ) Dses
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2.1.2 BARBIERE

(1) FRL AD FEREME

FARY [Active Directory 1 F& &)

(2) £ Servers fHIEN - FHEABR
£ [Servers] AABEMNILBEEAHE > BHE [RD]

£ Active Directory fE & B SIS

< BREB WTW WAD ®EW HA® 000 | -181x]
= | AE R XTER| 2E0iIEE T4
£ hotive Directory {HF 2B B [w
# 0 e (eW_ [wn (e

E"__ESIB“EEM =] WINZO03 ETE

..... D I:DmputEIS

=+

FZiIEH]E.
EEN(T)...
=D

En ’
R TIRE 4
iR () ;
e ETRHTIRIR E (D)

BT

M (0
EHanE )
EHEHRE
FELEE L.

SHEAME)

a | 2L | i
BRI EREEEAGEE R - | |
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(3) MAMARRMGEHE
mE [BARA B@E > 2T [

Sevespm __HEH|
|z | coms [ maEm |

Servers EISTATRHAE DI

FHE R RIS | Farsasl. | EisR |

TEiE B o HEE mimaoET A B R E | e BB R -
L& B A B wein2002 npartner local

s, | wEe | e |

wEe). | #ro. | aEe | TR

[~ TEEEERIE

mE | Ew | =R |
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(4) #REBRFAHIRRIMHE
A BARRYGBTE N-Partner Policy -> ZhiE [4REE]

Servers AE |

— |l | comy FHEEA |

Servers EISTATRHAE DI

e EEmEEER
B8 N-Partner Policy

TEiE B o HEE mimaoET A B R E | e BB R -
L& B A B wein2002 npartner local

moee | meo. ||TEsEET )
2EO). | BRO. | ABe g 200

H

[~ TEEEERIE

E | =m | =FEw |
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(5) ARIRRA : FEZ/RAN
FEF [BINERIE] -> [Windows FRTE] -> [ =M E] -> [FAMERE] -> [FEZ/RA] -> FE [BzYMGEFE] BE > 2
2 [ERELERAE:] &[] & R -> 2F [MEE]

 EHE NS _[O]
BEE BTW BRO HE®
<:=->||><.Ea|@

[ ER | EBERTE |
) iEE BT e

kit e hs
#Eﬁ#ﬂf#ﬁﬁﬁ{

. ﬁﬁﬁﬁ@ﬁﬂfﬂﬁ St
8] BEIRF B B SEThst

RS KRS
E R B MRS
¥ R Eh TS
BEBHTR AT HE|

T2UERERE | oAy |
TH g EBEDETER

B
[v FEFEIELERE BIERTEE D)
- $ﬁ§ EEEEIE TR E LT
- (0 B
o IEREE v RETHE)
- BREERTE V¥ &RIE)

|:| Windows SR7E
F-[ RS

L SEE e | =AW
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(6) £ Windows File ARz &/ EF4HRA
C:\> gpupdate /force

L - i

Microsoft Windows [ffF7F 5.2.37981
<C> FRiEAhE 1985-2883 Microsoft Corp °

C:sDocuments and Settings*Adminisztrator>gpupdate sforce

(ETEEEFTEEEFAL. . .

i = R RSB R 7, -
S IEE RS FhEEE T T

MEE TR AR e - RS EE -

C:sDocuments and Settings“Administratorl

(7) EEHARRMERBL

C:\> gpresult /v

o | R AR
C:“Documents and Settings“Administrator>gpresult Au

Microzoft <R>» Windows (R>» Operating System Group Policy Reszult tool vZ.A
Copyright <C> Microsoft Corp. 198126881

SRR 2@28.1-16 B4 1@:27:53

NPARTNER~adninistrator HY REOP EHl{E wINzOB3: FHHHED.

05 EEHL: Microsoft(R> Windows<{(R> Server 2003 Enterprise xb64 Edition

A AR

08 ﬁﬁmg 5.2.3798
TR AR o S

Default-Firzt—Site—-Mame

C:*Documents and Settings“Administrator
=T=
[=}

CN=WIN28@a3,0l=Servers . DC=npartner.DC=local

R ERREHARER]: 2820116 5 F 10:27:11
FHHY

Eﬁﬁ]ﬁ,ﬂﬂ:% win2B@83 .npartner.local

=
AERH [ B R R R e 580 kbps

%H i*ﬁﬁ npartner
%Hﬁfﬁ*”' Windows 268868

EERBTERERE B

M-Fartner Policy
Default Domain Policy

I al Lyl




2.2 T1ER$4A

(1) FRRESE

®E [FR] > ME 5]

E SRS ol TyEIE
___,é" Windows 3T B‘, S '
4 FmEAIA b
o R et t% ENFRHEF0fEE
@ spmp Q) HEEEEE

% FidzzHRA

":._“il Windows ZCEEEN

FREIEAE »

ziww [0] M

I - N
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(2) ESHARRMHtiRiEs

#i A gpedit.msc -> 4T gpedit.msc

Bpsgs =10

WERE iRRE  WR0 HREIRELW IROD ¥

."'l

QLE-O -

T Pms oEEE |33 X >

D | g

e EF

H A aXHhanE=s
-

FRER A HE—RTsT
(8} R

gpedit, msc

f

| B BE

BREFIFHHF W

IHAFLY

| iR R () v
H BRI 2

Kihz?

ERGR

EittE=sn®1n(s)

SEEIG)

»
[ 4
[ 4

f==iR)
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(3) ARIRRA : FEZ/RAN
FEF [BINERIE] -> [Windows FRTE] -> [ =M E] -> [FAMERE] -> [FEZ/RA] -> FE [BzYMGEFE] BE > 2
BEREZBLEER: [I] & KK -> BT [HEE]

' B EAHRED (O[]
HWEE SITW BRO HEO
<:=-»|I|><l'@|@-

EAl / | E=2HeE I
e B BEEE
it i d: SEEE
.ﬁﬁﬁ#ﬁﬁﬁ RiTh, 2
okt icii
.ﬁﬁﬁﬁﬂﬂ&iim wETsE
RE IR R BETEE
; REEEIEEEE BEEE
R B BEEE
Bl Rl | e :
B i R A EEE
- SFEERER BEBNER RS A E
- () B EIRAIE A i KE
W P EREEL IR | FEEEEERE | ek |
-] FRE
oo ERERE aﬁ: Ll
(] BhiBERTE S
-] Windows ER7E
- [ ARSI
L,
v EEThE)
v ERIE

22 & N-Partner



o

My

(4) BIEAIRR

C: \> gpupdate /force

o | R T
Microsoft Windows [Rfi7F 5.2.379081]
<C> FRiEAhE 1985-2883 Microsoft Corp °

C:sDocuments and Settings*Administrator>gpupdate

EAEEHEEHIRE]. ..

IR ER AR HHEER - = FHE ¢

C:sDocuments and Settings“Administratorl

sforce

Partner

23




2.3 HEEERIERE

(1) & [BERR] BEARE > BE [R5

= C:\ M=l B3
BRE BEED WSRO BHSSW IAD HO® |

QLt-E -0 - 7| Pee Bk | X 9| @E

FBAED) | C ~| B aE

D Docoments and Sethings D Program Files
D Prograom Files (800
= I g

o H HF0= S .
END 4% .
KB PESERIOD r

BT
HEEC)

RATHEIE ()
bk (I
R EENLE
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(2) #E [Z2H) BEE > &M [EMHE]

mpAs __EHH]
— | &R | =2 e |
HESEREEHRO)
€77 Administeators (WINZ00I\Ld mindstrators)
€7 CRELTOR OWHER
€3 SYITEM
€3 Users (WINZ003\sers)
FeD. | BRe |
Administrators FHERR E) JLET 1648
SEETEH] o =
L O
SEHTE BT O
HEEEEAE O
5:E0d O
BA O
Ha-ft HERR e | m ;I
R EIR S R TS R - T
e | Emwm | =Ew |

(3) BhiEE (B BEE -> &M [Fig)

tmp HOERT 2 T HE|
R | e | saER |
EEGREN AR EERER RS EREEE » AR HE-

BEEED:
BT | %8 | #F8 | =Rz |

sep. || w#=e. |[ #me |

e JrEThe i TREEE TR TR B ERFEEMIF IR 101 - B EREESRR TR R (A

[~ LEErr b ERRFIRRE - BTN LR ERE D

TEER AR -

fiEE HTiH ERW
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(4) MHERBEBA Everyone EZFABRF > BT [RERH] > BT [EE]

T S R BA
EHESEHER ).
|fEHi% ~ FHA = M ]

HEIEE{E E:
| w2003

SEWLA I A AGERT BEFDE).

Everyone

POHFEREY)... |
(& L. |

WEEHED

[

(5) FHVERR [IN] M KRN REEDE [EEH] > 2T [#EE]

tmp (R EEH HE|
wiE |
S M |Ever_§.rc:nﬂ BEEE ...
ERED: [SEEHE  FEHREEE =l
TFEE): /i S
=R -
[P Sl g
Bl H A s B
SR
EEE TR
TSR TR
NP ) =g o
=N T
B R
IR - 3 A e |
=3
S HTHERR |
— IELTEEIE A N MBE S PaY FERERRL)
WiEE (=) T80
B
26
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(6) ¥E1ZIEE# N Everyone /1E -> &N [MEE]

tmp HIERE D LT HE|

e BE | pes | anER |

SRR R NSRRI EERERTERR  BIE—EEERE  SRIE [ARER] -
R —

| EEEE D !
I [ [#=5 ES5E] I
1 ATh Everyone et TR ER- SE 1 o

wEE. | ERe |

e JrEThe i TREEE TR TR B ERFEEMIF IR 101 - B EREESRR TR R (A
[~ LEErr b ERRFIRRE - BTN LR ERE D

TEER AR -

rer =217
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3. Windows 2008
T DRI BEEA T EREREST -

3.1 #3ig
3.1.1 AMELIBTE

(1) BIRY AD fEFIZEFIENY

FARY [Active Directory 1 F& F1&EHK]

(2) BFiBEmE L

i [EEaE BEAR > BE (g > HE ASEL

B Active Directory (- ZEHEES H[=] E3
EEF BiT4) WwEAN) HEAH)
= 2B BIE = HE S % 57a%
[ Active Directory {EFZF0ER [ [ &1 EEET |t
| ST ~| Builtin builtinDomadn
j npartner.local | Comnoters bz 1Y Defanlt contatner for vpg
~| Bultn FIEEESIE). tr... EEEEEE (T Defanlt contatner for dor
_ Computer Sy . Sh Defanlt container for sec
El Dumc SESER A (T I ) Defanlt contatner for ma
| Forignle  gmemimiiaeicy B Detanlt container for upg
| Managed .
s AEEEE R ).
- PR Q).
2B s
FEER A,
E5H
WA ' InetCrgPerson
BRI F)
FEHEREL)..
FER)
£ BH(H)
HEHEME
4| | A | ©
i — R | |
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(3) WABHBNIETE

B ABENIBTE: Servers > BT [FERE]

ISP - SIME
._r:‘.- Herr: nparterlocal!
EFA):

IISEI\-'EIS I

v {reEEas LR L W2 SRR ()

(4) ZErERRE 2 HRVEBEN

i [Computers] AHMEM -> £ [EINRME(Win2008)] RBERARE > BE [BH)

BEF  #1TA)  WRE S

& | 2m 48| XEC=HE| 2 %57

| Active Directory {EFZF0EME [
| TFE
= &4 npartner.local hnAEfEH ().
[+ || Builtin n
| Computers I
+ (2| Domean Controllers
| ForedgndecurityPrincipals
*| Meanaged Service Account BRE TIEE) »
| Taers
o Servers BT}
FRIFS: €T
AEER)
£ BR(H)
4| | ol |

o5 B FTRE TS BiEan3| S — e i - |
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(5) EEFABEN

EIE [Servers] AHBMEBN -> Z N [EE]

d Service Acoomts

£ Ed
s Eh R R (M)
=133 npartner
[+ _, Builtin
- | Computers
E]- 2| Domain Contrallers
[+ FDIEIgJ]SECUIiUPImEIPB]S

B

(6) MR ERFCEE EMAABEN

opys [Se,.ve,.s] MMmEM - 1R [ENGFME(Win2008)] EIRECHEE
ERE BT WRE) HEH

«ﬂaa&l -I&*DIRD Jl.l&&s 5T 2%

] Actwe Divectory {EFZF0ERE [

H ] EETE

== nparhler local
Builtin

_', Computers
Domeadn Controllers
ForeigniecuritvFrincipals
Managed Service Account

clicicle me

[=
BEIYELE
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3.1.2 BHARRAIERE

(1) FRREARRIERE
FIRL [R¥AHRAIEIE]

(2) £ Servers fH#EEAI - FIGRFARRH

£ [Servers] AABEMNILBEEAH > FiE [EEEMABTET GPO WiELER.. ]

5| Default Domain Policy
i in Controllers

B EaiEnEs o[ x]
S OEEE STW REAY RS HA® =181 x|
&= |5 6l
B RS R H) ST
= A 8% npartner local Mz |
SR L
=1 33 nparter.local EBHE -

A f8 % npartner local

5] TEISERE Ly GPO AFEESRC). .
> WHMIE EsS=ERARI GPOL)...
EAFIG = RsEEE
o hE
5 BEEHE B R FEHE R EENEER (5.
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(3) MAMARRMGEHE

i A\ B[RRI 4578 N-Partner Policy -> &~ [fEXE]
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(4) EEBEARANDE

£ [N-Partner Policy] Z#HRAMMEIBE AR > FE [ARE]
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(5) ARIRRA : FEZ/RAN

FEF [BINERIE] -> [Windows FRTE] -> [ =M E] -> [FAMERE] -> [FEZ/RA] -> FE [BzYMGEFE] 'R > 2

B [ERELRARE] & (Y] & K] > BT [HE
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(6) T Windows File f@fRg8 - FARL [Windows PowerShell] - E# &8R!

PS C:\> gpupdate /force

2 Adminiztrator: Windows PowerShell [_ O]

Windows PowerShell
Copyright <C» 2816 Microsoft Corporation. All rights reserved.

PS ﬂ:\l._lsers\ﬂdministratur} gpupdate Aforce

(8) 7 AD #EifEIAR=% - BB [Windows PowerShell] - % Windows File fEARZ38#H/RAIHZE

PS C:\> Get-GPResultantSetofPolicy -Computer Win2008 -Path C:\tmp\Win2008.html -ReportType html

& Administrator: Windows PowerShell M=
Windows PouwerShell
Copyright <C> 20816 Microsoft Corporation. All rights reserved.

PSS C::lsers™Administrator?> Get—GPResultantSetofPolicy —Computer Win2BABA8 —Path C:“tmp“WinZ2B@8.html —ReportType html

RzopMode : Logging

Namespace : S\\HWin2888“Root“Rsop“NS?F356F1E_7C3F_41%3_ 81E4 CLDB3I717FLA6
LoggingComputer : WinZB08

LogginglUser : MPARTHER“Administrator

LoggingMode : Computer

PS C:™\sers“Administrator? _

ABXFENBEA File ARSBZENERNRBEERZHE

Get-GPResultantSetofPolicy -Computer Win2008 -Path C:\tmp\Win2008.html -ReportType html
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(9) FARNERES - #EF Windows File fElfRzs - ER N-Partner Policy #f#HRR!

{':;'HPLRTHER\WIHZI]I]B - Windows Internet Explorer
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3.2 T84

(1) BARR (AR AHRRIARERS)
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(2) ARIRRA - FEZ/RAN

FEF [BINERIE] -> [Windows FRTE] -> [ =M E] -> [FAMERE] -> [FEZ/RA] -> FE [BzUMGEFE] BE > 24

BEREZBLEEH: [I] & KK > BT [HEE]
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(3) FRL [Windows PowerShell] -

(4) EFFFARRA
PS C: \> gpupdate /force

2 Adminiztrator: Windows PowerShell

Windows PowerShell
Copyright <C» 2816 Microsoft Corporation. All rights reserved.

PS ﬂ:\l._lsers\ﬂdministratur} gpupdate Aforce
[E1EEFhFEL. ..

PSS C:slsers™Administrator> _
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(5) EEMHARREREBR

PS C: \> auditpol /get /category:*

2 Administrator: Windows PowerShell |_ O] %]

SEC driver

Eff 2 GEE
e




3.3 B ERIERTE
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(2) #E [Z2H) BEE > &M [EMHE]
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(4) T [Fri8]
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(6) FHURE [N A KR IBE #HWE [2Z&H] > & [EE]
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(8) EZIBEHE [Everyone] & -> &K [FEXE]
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4. Windows 2012

U2 RI R TEE AR ES T -

4.1 4@
4.1.1 #EMERIBTE

(1) BARY AD fERZEMEM

FARY [Active Directory 1 F& F1&EHK]

Active Directory
ERHENER
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(2) HFiEMm L
£ BEEE RERAR > BIE Y > BB A8
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(3) W ABMENZTE
A BB EBNIRTE: Servers -> & [FEE]

SR - AEELT |

ﬂ BEUE: npartnerlocal/

EEA):
e
FESELBLLESEHEERP

S T e

&7 N-Partner a1



(4) BENVERER AV E NI
Z1E [Computers] ABAEBAI -> £ [ERBHE(WIin2012)] IEBRAR > HE [BH)
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(6) HERERFCEE EHMNVABEN
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4.1.2 BARRIRRE
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(3) W ABARADHBE
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(5) EETEZIRRA : MHFEY
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(6) 7 AD #81ifalAR=s - BEY Windows PowerShell

BIRL [Windows PowerShell]

Windows
PowerShell

(7) B Windows File 5224 /=R

PS C:\> Invoke-GPUpdate -Computer Win2012 -RandomDelaylnMinutes 0 -Force

> ] HHFETES: Windows PowerShell

dindows PowerShell » . )
ZE{EHE <C> 2016 Microsoft Corporation. EFEREAE » M{EEET—tT

PSS C:lUsers Administrator>

A BeXFaMIER A Windows File falfkzs &

Invoke-GPUpdate -Computer Win2012 -RandomDelaylnMinutes 0 -Force

(8) =4 Windows File falfkzsaf#4HRAIMwR

PS C:\> Get-GPResultantSetofPolicy -Computer Win2012 -Path C:\tmp\Win2012.html -ReportType html

> =& EES: Windows PowerShell

= Logging

2 \\Win2812“\Root “\Rsop“NS8444F4C?_83B6_46F5_8AAC_3CAEEFD552FE
LoggingComputer = Win2912
Logginglser = NPARTHER“administrator
LoggingMode = Computer

PS C:slsers“Administrator> _

=Tom]

AEXFENMBEEA Windows File ER:S 2B E R REEERZHE

Get-GPResultantSetofPolicy -Computer Win2012 -Path C:\tmp\Win2012.html -ReportType html
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(9) FARNERES - HEF Windows File f@lfRzs - ER N-Partner Policy #f#HRR!
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(3) EETEZIRRA : MHFEY
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(4) FRY [Windows PowerShell]

Windows
PowerShell

(5) EFAFAERR

PS C: \> gpupdate /force

| £ EES: Windows PowerShell

Jindows PowerShell

serssAdministrator>
£ m >
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(6) EEMARRERBEI

PS C: \> auditpol /get /category:*
ZFEEES: Windows PowerShell

P C:slzserzAdministrator?> auditpol ~get Acategory:=
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4.3 EHRERIERTE

(1) & [BERR] BEARE > BE [R5

Jien - THEE (C) [= =[]
28 =A 6= v @
© T B2 reEE () o |
W EREE i,
g =
B =E
.nd ERE Windows tmp Program Files
= Ei
HRIO)
- EFEEREIE)
G EmE
HHSIEH) ’
EFERW)
MAZEBED v
Program Files PerfLogs $TETEEEE R
BEIIN) *
BT
EEIO)
BEIEER)
(D))
EFsEM)
RER) |
TEEE CER1EEE ===l

&7 N-Partner 59
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(6) MEVEE [£8] > W& [2EH]-> BN [EE]
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(7) EZIBEE R [Everyone] &1 -> &F [FEE]
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(8) T [HEZE]
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5. Windows 2016
LTS RIAMBEM T ERMABRES -

5.1 #3ig
5.1.1 #AMELIBE

(1) BARY AD fERZEMEM

FARY [Active Directory 1 F& F1&E K]

&

Active Directory
EHENER
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(2) HFiEMm L

 [(EmatE BEaR > BE ) > BHE [MEEL
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(3) WAMABENEH

A BB EBNIATE: Servers -> & [FEE]
e - SHEEM X

"';:’ B npartner.local/

EEA)

Servers

FESZLEEEESHRED

b ERER
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(4) ZErfERE: 2 HRVMEBEN

1 [Computers] AHMEM -> £ [ENBE(Win2016)] RBERRE > FE [BH)

] Active Directory ERHEFEMH o O =
BEFR =HER BRNV) =EH
e | HF /B XE BHEBaETE%R
] Active Directory EHEFER || == E i | ik
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(6) HERERFCEE EHMNVABEN

Eh#E [Servers] AHMEN - 1Y (BB (WIin2016)] FERZREEE)

] Active Directory EEEHZ0H - | X
BER =:EQ) ERN EREH)
e’ R /8 XEd=z HE A aETER

] Active Directory EFEFIER || == bl =
L BEEHE WINZO16 =

v 3 npartnerlocal
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Computers
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Lezere

) I I

Servers
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5.1.2 B4HRBIERE

(1) FRREARRIERE
FIRL [R¥AHRAIEIE]

539
e

BaAERIEE

(2) £ Servers #HMEBAI - FIBFARRIMHF

£ [Servers] AAMEMZBEAR > HE [EEEANPET GPO WEHEE..
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(3) W ABARADHBE
i A\ B[RRI 4578 N-Partner Policy -> &~ [fEXE]

#1E GPO X

EEM):
I-Partner Policy

#iE APM GPO(S):
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A
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(5) EPETEZIRA - MEHFE
BR [EikEE] -> [JRAI] -> [Windows &

[RA -> M =E] -> RaEE

RIE] -> [ZEMRE] > [E

[z AR E R, [(FERIESR

HEPETERIR AR
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QIE] -> [EFETEAIRAE

2@, (EREMMFEIRES BE >

3 mEEnTEsEs O
BER DiEW BEV) BHEH)
ol AN21 e (BEY
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B mEErnEREs HMELE
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(6) 7 AD #81ifalAR=s - BEY Windows PowerShell

BRL [Windows PowerShell]

*
Windows
PowerShell

(7) B Windows File 5224 /=R

PS C:\> Invoke-GPUpdate -Computer Win2016 -RandomDelaylnMinutes 0 -Force

EN 5 =ES: Windows PowerShell — O w

Shell
Microsoft Corporation. E{EREFERE : MRS —ENHER] -

I'nvoke-GFpdate WinZ0la

A BeXFaMIER A Windows File falfkzs &

Invoke-GPUpdate -Computer Win2016 -RandomDelaylnMinutes 0 -Force

(8) =4 Windows File falfkzsaf#4HRAIMwR

PS C:\> Get-GPResultantSetofPolicy -Computer Win2016 -Path C:\tmp\Win2016.html -ReportType html

EN 235 EEE - Windows PowerShell — O X
ion. BIERERRE - RS —EHEF] -

Hin2016 0
tofPolicy Win2016 CohvtmpWin2016 html hitml

\WSOTETSEO0_796F_4EDG_010C_12

tadministrator

AEXFENMBEREA Windows File ER:S 2B R REEERZHE

Get-GPResultantSetofPolicy -Computer Win2016 -Path C:\tmp\Win2016.html -ReportType html
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(9) FARNERES - #EF Windows File fElfRzs - ER N-Partner Policy #f#HRR!
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5.2 T{F&%4H

(1) BRI HERRIRER

BhE €3] -> #WA group policy -> 243 [Edit group policy]

Best match

D Edit group policy

Control panel

BH & 0O U0 B @™ g

group policy
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(2) EPETEZIRA - MEHFE
B [EBISERE] -> [Windows RRE] -> [ M

MR > RAE
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TE] -> [EFEEZIRAR
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2@, [(EREMMHTEIRES BE > 9
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(4) FRY [Windows PowerShell]

&

Windows
PowerShell

(5) EFAFAERR

PS C: \> gpupdate /force
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(6) EEMARRERBEI

PS C: \> auditpol /get /category:*

EN &5 EEE: Windows PowerShell — O e

e

zht A8djusted Events

fdminiztrators
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5.3 HEERIERE

(1) & [BERR] BEARE > BE [R5

ia | T | EEEE () — O >
22 BEEEEEE (7
&« v o g » TE > TEEE(C) v O | BS FEEE G o
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7EEE DER1EEE EEEE

80 &7 N-Partner



(2) BHE (2] BE > & [EMHE]

tmp - A= oy

—# =R | ExkE Ila}lﬁfjﬁilﬂﬁzﬁ =H]J

R EE Chtmp
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(3) FhEE [TE#z] BEE -> &N [Fig]

tmp BERZ2EEE O =
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(4) Bh%E [EER—EEE]
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(6) MEVEE [28] > W& 2ZEH]-> BN [EE]

tmp BIRBEER O e
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(7) #&1ZIEE# R [Everyone] BT -> & [HEE]

tmp BERZ2EEE O =
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(8) T [HEZE]
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6. Windows 2019
LTS RIAMBEM T ERMABRES -

6.1 #ig
6.1.1 #AMELIBTE

(1) BARY AD fERZEMEM

FARY [Active Directory 1 F& F1&EHK]

Lo

Active Directory
ERENER
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(2) HFiEMm L
£ BEEE RERAR > BIE Y > BB A8

] Active Directory EEEFIEMRE - N Y
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(3) WAMABENEH

A BB EBNIATE: Servers -> & [FEE]
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Servers
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b

(4) BENRIMREE ERRIMABIEN
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BEFR =:EAQ BRN) EEH)
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= L i
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(5) EEFABEN
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6.1.2 B4HRBIERE

(1) FRREARRIERE

FRL [ Group Policy Manage
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e

HERRIEE

ment(F# 48 RAIEIE) |

(2) £ Servers #HMEBAI - FIBFARRIMHF
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(3) W ABARADHBE
i A\ B[RRI 4578 N-Partner Policy -> &~ [fEXE]

#1E GPO X

EE(MN):
|| I-Partner Policy

®E AP GPOS):
(=) -
s
(4) #REERFAERAIMH
£ [N-Partner Policy] B ARG IZBEGRR > BhE [R5
G BEEFEIIEE — O x
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(5) EPETEZIRA - MEHFE
BR [EikE] -> [JRAI] -> [Windows &

[RA -> M =E] -> RaEE

[z AR E R, [(FERIESR

RE] -> [ZEMRRTE] -> (ERETEZIRAE

HH BER

W [RE IR & [A) & [KH] > BT [FEE]

QIE] -> [EFETEAIRAE

2@, (EREMMFEIRES BE >

Ef B RE|ITEEES O
BER =DER B/ENV) HHEH)
a5 =]
N-Partner Policy [WIN2019. NPARTMER.L | Z55) e
S EEErnERES MELE
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i REEE B EEEREENEE MELE
i Es ) 7 SAM HEDE
4 BERR | BEETERERNT HMELE
1) EiEFEE (EEERD2 B
T EEEETSEN Wind|| | BEETNSEERSS - S
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(6) 7 AD #81ifalAR=s - BEY Windows PowerShell

BRL [Windows PowerShell]

&

Windows
PowerShell

(7) B Windows File 3224 /=R

PS C:\> Invoke-GPUpdate -Computer Win2019 -RandomDelaylnMinutes 0 -Force

R

Win2019

A BeXFaMIER A Windows File falfkzs &

Invoke-GPUpdate -Computer Win2019 -RandomDelaylnMinutes 0 -Force

(8) E4& Windows File falfkzsaf 4R AR

PS C:\> Get-GPResultantSetofPolicy -Computer Win2019 -Path C:\tmp\Win2019.html -ReportType html

EN =5Z=EE: Windows PowerShell — O by

sWsers\Administrator> Get- Policy Win2019 C: Vtmp\W1in2019. html html P

3 Crilsers\Administrator> o

AEXFENMBEREA Windows File ER:S 2B R REEERZHE

Get-GPResultantSetofPolicy -Computer Win2019 -Path C:\tmp\Win2019.html -ReportType html
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(9) FARNERES - #EF Windows File fElfRzs - ER N-Partner Policy #f#HRR!

O X
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-
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6.2 T{F&¥4H
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RE (BT > BAARR-> FHE [REFERA)
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(2) EPETEZIRA - MEHFE
B [EBISERE] -> [Windows RRE] -> [ZEMRE
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(4) FRY [Windows PowerShell]

&

Windows
PowerShell

(5) EFAFAERR

PS C: \> gpupdate /force

soft Corporation. 3

‘Administrator> gpupdate /force
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(6) EEMARRERBEI

PS C: \> auditpol /get /category:*




6.3 HEEZERIERE
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(2) BHE (2] BE > & [EMHE]
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(3) FhEE [TE#z] BEE -> &N [Fig]
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(4) FhEE [ER—EEXE
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(6) MEVEE [28] > W& 2ZEH]-> BN [EE]
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(7) #&=IAH

FAR [Everyone] & -> &N [MEXE]

EiE:
EEE

IR

EEEE:

tmp HERZZERTE

Chtmp

Administrators (WIN2019\Administrators) 8 EE(0Q)

] EEmE

MEEMESR  SEMTEEES - IREEENERES  FERES S8BT @S| WREA) -

e
| ==

B =30 £EE
Everyone F==E =

ERE

SHEEMNR  TENERER

LT20)
EREZ0
[ Blis#ase<

EER H|WEQE

FEEFEEEERNAETHHEEEER

EiH

=AW

&7 N-Partner 105




(8) T [HEZE]
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7. N-Reporter
(1) #1& Windows File &
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7.1 Windows 2000 - 2003

(2) FE Windows File FERERHE
WASHEAN IP-> DEREER: [Syslog] -> EEFEFREIL: [Windows] -> #RiES I [BIG5] -> 51 Icon: [icon-host]

-> RREERWGARS: [RUR] > BN [FERE]
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7.2 Windows 2008 or higher

(2) FE Windows File FERERHE

BAZHEM IP-> AR

fH7E48: [Syslog] -> EEFEZRE(: Windows] -> #Ri5 =: [UTF-8] ->
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