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1. Red Hat
1.1 Red Hat 5

=T

(1) #wéE syslog =EE

# vi /etc/syslog.conf

[root@redhat) ~];

(2) #& authpriv.* #3%%] N-Reporter

# Send ssh log to N-Reporter

authpriv.*

# The authpl iv file has

authpri

# send n log to N-Reporter

authpr

A BEXFEMFEEA N-Reporter %45 IP address

@192.168.2.69

(3) ER syslog FRIFAERD syslog FRIFIESR

# service syslog restart && service syslog status

[root@redhath ~]#

Shutting down k

»huttnm 1]::1,-.,-n t_}"t m

Starting
Starting
sys logd (pid

F]uqd (pid _Qgﬁ]

%) N-Partner
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@192.168.2.69

restricted access. ) )
ar/log/secure

/s log status

running. . .
running. . .



1.2 Red Hat 7

(1) #"#8 Rsyslog REE

# vi letc/rsyslog.conf

|:I‘n::::::ut'ifll‘tj:'cu‘lq':lt.-'T ~]3

/etc/rsyslog.conf

(2) A& authpriv.* FEE ssh log 7S Ivar/log/secure #E35%E] N-Reporter
#authpriv.* /var/log/secure

# Send ssh log to N-Reporter

if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")

then { action(type="omfile" File="/var/log/secure")

action(type="omfwd" Target="192.168.3.51" Port="514" Protocol="udp")}

# The aut : iv file has stricted acce

L ecure
:sh Tog to N-Repo "

slogfacility-text "auth" or § == "authpriv")
then { action(type="omfile" File= /

action(type="omfwd" Target

B FEIFEE# A N-Reporter %45 IP address

Target="192.168.3.51"

(3) =R Rsyslog ARFEATE] Rsyslog ARFEIES

# systemctl restart rsyslog && systemctl status rsyslog

ict] status

: enabled)

x-info="http:
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1.1 Red Hat 8

(1) #"¥8 Rsyslog REE

# vi letc/rsyslog.conf

[root@rhel8

(2) A& authpriv.* FEE ssh log FEFHS Ivar/log/secure #E35%E] N-Reporter
#authpriv.* /var/log/secure

# Send ssh log to N-Reporter

if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")

then { action(type="omfile" File="/var/log/secure")

action(type="omfwd" Target="192.168.3.51" Port="514" Protocol="udp")}

# The authpriv file has
#authpri
# send ssh log to N-Reporter

if (]

ygfacility-text $syslo 1lity-text == "authprix

-‘} - C - mn
then { action(type="omfile"” File= ) .
action(type="omfwd" Target="192.168.3. Port="514" Protocol="udp")}

B FEIFEE# A N-Reporter %45 IP address

Target="192.168.3.51"

(3) E=RX Rsyslog ARFEAME] Rsyslog ARFEIES

# systemctl restart rsyslog && systemctl status rsyslog

enabled)

cting this to TZ= /localtime
x-pi -info="htt

_npartner.
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2. CentOS 6
(1) E#7 rsyslog RAS

# yum shell
[root@cento
Lmadgd plugins
Setting up

> install rsyslog7

> remove rsyslog

Setting up
Determining fa
* base: ftp.
extras:
updates:
remove rs

~]# yum shell
fastestmirror

etting up Kemao

Unning tr ction check
- Package r

> quit
Leaving Shell

o

T

ircher



# rsyslogd -version

]
FEATURE_REGEXP:
FEATURE_LARGEFILE:
GSSAPI Kerberos 5 support:
FEATURE_DEBUG (debug build, slow code):
32bit Atomic operations supported:
64bit Atomic operations supported:
Runtime Instrumentation (slow code):
uuid support:

see http://www.rsyslog.com for more information.
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(2) #m¥E Rsyslog REE

# vi letc/rsyslog.conf

[rootlcentosb ~]# vi /etc/rsyslog.conf

(3) 5XA# authpriv.* FE&E sshlog R /var/log/secure 1i#E2E%] N-Reporter
#authpriv.” /var/log/secure

# Send ssh log to N-Reporter
if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")
then { action(type="omfile" File="/var/log/secure")
action(type="omfwd" Target="192.168.2.69" Port="514" Protocol="udp")}

# The authpriv file has restricted ;
#authpriv. Jvar/
# send 1 log to N-Reporter
if (% logfacility-tex or $syslogfacility-text == "authpriv")
then { action(type Fie ile / ')

4 ' Port="514" Protocol="udp")}

A BXFEIFEE# A N-Reporter %45 IP address

Target="192.168.2.69"

(4) ERl Rsyslog ARFEAER Rsyslog ARFZIES

# service rsyslog restart && service rsyslog status
[root@centos6 ~]# service rsyslog restart && service rsyslog status
Shutting down system logger: L ]

Starting system logger:
rsys logd (pid 41/1) 1s running. ..
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3. Debian 9

(1) #m¥8 Rsyslog REE

# vi letc/rsyslog.conf

root@debian9:~# vi /etc/rsyslog.conf

(2) XA auth,authpriv.* FIz&E sshlog f#FH /var/log/auth.log 17#& 5% N-Reporter
#auth,authpriv.* Ivarf/log/auth.log

# Send ssh log to N-Reporter

if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")

then { action(type="omfile" File="/var/log/auth.log")

action(type="omfwd" Target="192.168.2.69" Port="514" Protocol="udp")}

ith,authpriv.® /var/log/auth. log
=gle sh log to N-Reporter

if ($syslogfacility-text = or $syslogfacility-text
then { action(type= ' )
action(type= g Port=

A BEXFEMFEEA N-Reporter %45 IP address

Target="192.168.2.69"

(3) ERI Rsyslog AR#EFITER Rsyslog ARFFIESR
# systemctl restart rsyslog && systemctl status rsyslog

: enabled)

sion="8.24_.0" x-pid="2174" x-info="http:/ og.com"] start
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4. Ubuntu 18

(1) #"¥E Rsyslog REE

# vi letc/rsyslog.d/50-default.conf
root@ubuntul8:~# vi / /rsyslog.d/50-default. conf

(2) XA auth,authpriv.* FIz&E sshlog f#FH /var/log/auth.log 17#& 352 N-Reporter
#auth,authpriv.* Ivarf/log/auth.log
# Send ssh log to N-Reporter
f ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")
then { action(type="omfile" File="/var/log/auth.log")
action(type="omfwd" Target="192.168.2.69" Port="514" Protocol="udp")}

h,authpr' /log/auth. Tog
h 'I:::::; to H—F':—-ru'ar't:-t‘

or $syslogfacility-text

act? on(type= ' )
action(type= Port= Protocol=

A BXFEIAER A N-Reporter %% IP address

Target="192.168.2.69"

(3) ERI Rsyslog FRIFAERR Rsyslog FRFFIESR

# systemctl restart rsyslog && systemctl status rsyslog
R& emct] status rsyslog
or preset: enabled)
DoC °

Main PID:

/journa log' (fd 3) from

sion="8.32.0" x-pid="1464" x-info="http:/ vslog.com"] start
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5. SUSE 15

(1) #"¥E Rsyslog REE

# vi letc/rsyslog.conf

s log. conf

(2) FE sshlog #EFH Ivar/log/ssh.log I #E % %] N-Reporter

# Send ssh log to N-Reporter

if ($syslogfacility-text == "auth" or $syslogfacility-text == "authpriv")
then { action(type="omfile" File="/var/log/ssh.log")

action(type="omfwd" Target="192.168.2.69" Port="514" Protocol="udp")}

g MN-Reporter )
acility-text == or $syslogfacility-text

n{type= File= )]
Target= Port= Protocol=

A BXFEIFEE# A N-Reporter %45 IP address

Target="192.168.2.69"

(3) =R Rsyslog ARFEAME] Rsyslog AR#EIES
# systemctl restart rsyslog && systemctl status rsyslog

ndor preset: enabled)

//wew_rsyslog.com/e/2442 ]
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6. Solaris 11
(1) R system-log BRFEAYAREE

# svcs system-log

root@solarisll:-

STATE ._rTIM Ig

disabled 0:36:
online '
rootl@solarisll:-

(2) BXA system-log:rsyslog FR#%

ystem-1og
FMF‘I
'system/system-log:rsyslog
n/system-log:default

# svcadm disable svc:/system/system-log:default

# svcadm enable svc:/system/system-log:rsyslog

# svcadm refresh system/system-log:rsyslog

rootl@solarisll:~#

rootl@solarisll:~#

root@solarisll:~#

|1—'|:_=q default
-log:rsyslog
.'_1 rsyslog

cadm disal
alm Hnab

(3) #E~ system-log BRFEAYAREE

# svcs system-log

rootdsolarisll:- SV
._1TIM E
21:44:(C
2 l 47 -

STATE

disabled

online
rootlsolarisll:-

XS
bl
Wik

(4) #"%E Rsyslog &

# vi /etc/syslog.conf
rootl@solarisll:~

/stem-log:default
ystem-Tlog:rsyslog

(5) & auth.* #E2%] N-Reporter
# Send ssh log to N-Reporter

auth.*

7 Send
auth.*

@192.168.1.184:514

ssh lTog to N-Reporter

ﬁ" Mext highest priority to the nn:__aqr:-:'. file

. err

;kern.debug;daemon.notice;auth.r

ne;mail.crit

A B FEIFFE# A N-Reporter %4t IP address

auth.*

@192.168.1.184:514
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(6) E=RY Rsyslog ARFEAIMER Rsyslog ARFEIES

# svcadm restart system-log:rsyslog && svcs system-log:rsyslog

rootl@solarisll:~# svcadm restart system-log:rsyslog & svcs system-log:rsyslog
STATE STIME FMRI _
svc: /system/system-Tlog: rsyslog

online¥® 21:58:03
rootlsolarisll:~#

) N-Partner 13



7. HP-UX

(1) #4R¥E syslog FRER

o
Xa
filt
Hik

# vi letc/syslog.conf

(2) %7 SSHlog #25%] N-Reporter

auth.info @

5F : facility.severity ZHE L BiE<tab> - MIEZEH<space> -

EBXFEMIFEE A N-Reporter %45 IP address

(3) f=1E syslogd AR#%

# letc/init.d/syslogd stop

# Kill -HUP ‘cat /var/run/syslog.pid’

(4) BiE syslogd BR7

# [sbin/init.d/syslogd start
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8. N-Reporter
(1) #i% SSH =fE

[REEIE] -> [REBRE] > 2 [H)
4/ i-Reporter 0
. Admin (Global) ~ = s

& HEERE

F a | = (NS

...... a Global ()
L[] RS (©)

frEFI=R

TR
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(2) BE SSH REMEREI
BAGE P -> AEREEL: [Syslog] > EEEREIN: [UNIX/Linux/Solaris] A1 5 Icon: [icon-host] -> #5#E

BUGIRER: [BUA] > T [FETE]

ofa S P TN EGER

st (RS AETE "

Ex

55H-192.168.1.186

192.168.1.186

BefatE
Syslog Flow SNMP

Syslog tHREFRE

HEHE

UMIX/Linux/Solaris W

Facility

i TRIEPEES

ICMP &E#iR

N/A w

igicon R

icon-host hd

Login Account

Login Password

£ e iV
8
e e
Bt F Syslog/Flow B s s
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