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manfalfER NXLOG EEEE Windows Server B

1 ZHFEEETE Windows Server IRIEFAI NXLog
1.1 For Windows Server 2003
1. F& NXLOG :
BI{E URL: http://nxlog.org/products/nxlog-community-edition/download
B FEAEDIREMNEH R nxlog-ce-x.x.xxxx.msi + &A%% & nxlog-ce-2.9.1716.msi °
2. ZTHENXLOG:
B EREERLMI T A0 nxlog-ce-2.9.1716.msi - ®5#[ Install ] - #1717 NXLog 2N BB LT R -
3. TFHEERE Windows 2003 NXLOG EZ&E#& nxlog_win2k3.conf :
BIfE URL : http://www.npartnertech.com/download/tech/nxlog_win2k3.conf
A RID 4R B8 It AE 2R ER 1 " C:\Program Files (x86)\nxlog\conf\nxlog.conf " B9 NXLOG B & #E, #5
LE/ URL £M nxlog_win2k3.conf 12 R EHNRTEANBEH, ABEHER LIZE CWProgram
Files (x86)Wnxlogttconfttnxlog.conf B8 & AT nxlog.conf HEEPHSEREERFE
it 1: ERERERERAIRERE. LRERMEEHER - WHEFIN - IRPEHES
Eventlog, BB A&7 IENERY Eventlog # &M, RE NXLOG 20 ¥ Windows AD 134
RERVELIE -
it 2 : 32 {iI7T OS B9 NXLOG L EZRTE " C:\Program Files\nxlog\confinxlog.conf "
64 fiI7c OS A9 NXLOG Z3EI& &% " C:\Program Files (x86)\nxlog\confinxlog.conf "

4. T EERE Windows 2003 £ NXLOG AL E#E nxlog_win2k3_all.conf (it 23 #Y Eventlog) :
BI{E URL : http://www.npartnertech.com/download/tech/nxlog_win2k3_all.conf
N-Reporter 12 /5B ER A 5T Windows Server FiE Eventlog - fFFEZE2EZE Windows
Server BERIRFE, A1 nxlog_win2k3_all.conf {EREMRERNBEE, REBEB EUES
C:\Program Files (x86)\nxlog\confinxlog.conf" E&&E R nxlog.conf WL EERERFE °
IIbER E 18 Z 8 £ F A Windows Server fJ Eventlog, IR EEEHEZE Windows Server EH#EACHE

B S A BB BS S BESR AT NXLOG -

## This is a sample configuration file. See the nxlog reference manual about the

## online at http://nxlog.org/nxlog-docs/en/nxlog-reference-manual.html

## Please set the ROOT to the folder your nxlog was installed into,

## otherwise it will not start.

Moduledir %ROOT%\modules
CacheDir %ROOT%\data
Pidfile %RO0T%\data\nxlog.pid



http://nxlog.org/products/nxlog-community-edition/download
http://www.npartnertech.com/download/tech/nxlog_win2k3.conf
http://www.npartnertech.com/download/tech/nxlog_win2k3_all.conf

SpoolDir %ROO0T%\data
LogFile %RO0T%\data\nxlog.log

<Extension syslog>
Module xm_syslog
</Extension>
<Input in_eventlog>
# For windows 2003 and earlier use the following:
Module im_mseventlog
Exec parse_syslog_bsd(); \
if (JEventID == 672 or $EventID == 673 or $EventID == 675 or $EventlD == 528 or $EventID == 529 or $EventID == 538 or $EventID
== 540 or $EventlD == 551 or $EventID == 560 or $EventID == 612 or $EventID == 624 or $EventID == 626 or $EventlD == 627 or $EventID
== 628 or $EventlD == 629 or $EventID == 630 or $EventID == 631 or $EventID == 632 or $Event|D == 633 or $Event|D == 634 or $EventID
== 635 or $EventID == 636 or $EventID == 637 or $EventID == 638 or $EventID == 641 or $EventID == 642 or $EventID == 645 or $EventID
== 646 or $EventlD == 647) { $SyslogFacilityValue = 13; }\
else if ($SourceName == "Service Control Manager") { $SyslogFacilityValue = 13; } \
else if ($SourceName =~ /AMSSQL*/) { $SyslogFacilityValue = 18; } \
else\
i\
drop();\
}

</Input>

<Output out_eventlog>
Module om_udp
Host
Port 514
Exec $Message = string($EventID) + ": " + $Message;

Exec if ($EventType == 'ERROR' or $EventType == 'AUDIT_FAILURE') { $SyslogSeverityValue = 3; } \
else if (§EventType == 'WARNING') { $SyslogSeverityValue = 4; } \
else if ($EventType =="INFO' or $EventType =="'AUDIT_SUCCESS') { $SyslogSeverityValue = 5; }
Exec to_syslog_bsd();

</Output>

<Route eventlog>
Path in_eventlog => out_eventlog

</Route>

BN FEAIFEMK OS IRIEA 32 AIytdl 64 fI7TEE NXLOG IEFERZERIEK -

K HERFIIRIES 64 iI7T OS Z4%, EIE " define ROOT C:\Program Files (x86)\nxlog "
A EXFE I A N-Reporter #3238 IP - AXXHE B AEA " 192.168.2.64 " -




NfElfEEFA NXLOG A & Windows Server HiS

R ESHII NE

ﬁi@ REBE FHE WHRO féﬁﬁﬁﬂl) RHESL BT EBEHE #iT ABRELAER #EW 2 bd

o = Sl @| 4 DS | 2= EE|= * o] E a vV E 4%

#define RCOT
define ROOT C

Moduledir

» use the followling:

r $EventID

or $EventID
r $EventID = r $EventID ] r $EventID == 646

</Input>

<Output out_eventlog>

<Route eventlog:»
h in_eventlog =»> out_eventlog
<fRoute>

Pexl source file length : 2025 lines: 45 Ln:45 Col:9 8el:0 Dosh Windows \ANSI INS

5. R NXLOG
a. DURHMEEESMHIT] m2RAFIT 1RE NXLOG :
[ B - AR o[ BRNEBREN |- [ m2RRAFT | BEARM m2IRERT
| EBE LAHBEEEFHNT ] -

ML RRFITHA ¢
net stop nxlog

net start nxlog
b. 2 FE |- FIBER 1= ZAMEETE |-[ R |- EE[nxlog ] - AR
[nxlog ] — RHEE[ FRED ] 3% [ EFRNED |-
6. 1HE NXLOG 2&EEERE :
FRIEE NXLOG MY log 1&, 1EZREKIE%R " C:\Program Files (x86)\nxlog\data\nxlog.log "
6 288/ Error WALE - R RIEBRE -

E CAProgram Files (xB6)nxlogidata\nxlogz. =10 ﬂ
wWEE REE =E WE0 R EZHESE L BT EE %‘1 BRI RE0D 2
a = = o = | e i iR Hm PN SRR = = - o 5

INFO nxlog-ce-
WARNING stopping

WARMING nxlog-ce
INFO nxlog-c

Norg |length : 244 lines: 5 In:1 Col:1 RBel:0 Dos\Windows ANET IS



7. i€ Windows Server 2003 Syslog R, ERIENFEE [ Windows ] :
i : B NXLOG 2B EH4RtSERL UTF8 fRISAYINEE - FRLAFRIE Windows Server 2003 &% &
IR AREE - BRLIRENS -
8. FEREE .
OS Windows Server 2003 Zi2hk AEE[ BIG5 475
OS Windows Server 2003 538k 551 1E[ GB2312 |4RH5 -
OS Windows Server 2003 22X ik 5511 UTF8 |4R1S -

1.2 For Windows Server 2008
1. & NXLOG :
BI{E URL http://nxlog.org/products/nxlog-community-edition/download
B FEAE PIRERIAR nxlog-ce-x.x.xxxx.msi - A&Bl% T & nxlog-ce-2.9.1716.msi °
2. ZHENXLOG:
B EREEREMI T Y nxlog-ce-2.9.1716.msi - 253E[ Install ] - 1T NXLog ZHEBENLRL R -
3. F# Windows 2008 NXLOG At E1& nxlog_win2k8.conf :
BIfE URL : http://www.npartnertech.com/download/tech/nxlog_win2k8.conf
A RID 4R B8 It HE 2R ER1E " C:\Program Files (x86)\nxlog\conf\nxlog.conf " B9 NXLOG B & #E, #5
Y URL /Y nxlog_win2k8.conf f&ZE#AVEEE N AR, A& RFHEAS FIfE =
C:#Program Files (x86)WnxlogWconfinxlog.conf'E§ & P B nxlog.conf IR F LS EH EE
718 -
i1 FEREREAERAIRER. IERERN L EHER - METFIN - IRFEESE
Eventlog, &iBiE A7 IENHERT Eventlog 2, iFEE NXLOG 22 ¥t Windows AD EHXY
RERVELIE -
#f 2 : 32 {iI7T OS HY NXLOG L& IE{ETE " C:\Program Files\nxlog\confinxlog.conf "
64 fiI7t OS B9 NXLOG L3EI&{S7E " C:\Program Files (x86)\nxlog\confinxlog.conf "

4. TFEEE Windows 2008 Y NXLOG BCE1& nxlog_win2k8_all.conf(ifiti £ EBAY Eventlog) :
BI{E URL : http://www.npartnertech.com/download/tech/nxlog_win2k8_all.conf
N-Reporter I /AR R A 5T Windows Server Fi& Eventlog - FFE A EHFZE Windows
Server BERRIRZE, A1 nxlog_win2k3_all.conf {EREMRERNRES, RAEBHEM EUES
C:\Program Files (x86)\nxlog\confinxlog.conf" &€ nxlog.conf L &R EETFHE -
IIEER E 18 2 8 H FT A Windows Server 89 Eventlog, IR EEEEZE Windows Server EH#FCHE
B = R FE B8 UEEAR 1T NXLOG -



http://nxlog.org/products/nxlog-community-edition/download
http://www.npartnertech.com/download/tech/nxlog_win2k8.conf
http://www.npartnertech.com/download/tech/nxlog_win2k8_all.conf

## This is a sample configuration file. See the nxlog reference manual about the
## online at http://nxlog.org/nxlog-docs/en/nxlog-reference-manual.html

## Please set the ROOT to the folder your nxlog was installed into,
## otherwise it will not start.

Moduledir %ROOT%\modules
CacheDir %RO0T%\data

Pidfile %ROO0OT %\data\nxlog.pid
SpoolDir %RO0T%\data

LogFile %RO0T%\data\nxlog.log

<Extension syslog>
Module xm_syslog
</Extension>
<Input in_eventlog>
# For windows 2008/vista/7/8/2012/2012r2 and latter use the following:
Module im_msvistalog
ReadFromLast TRUE
SavePos TRUE
Query <QueryList>\
<Query 1d="0">\

manfalfER NXLOG EEEE Windows Server B

<Select Path="Security">*[System[(EventID=4768)]]</Select> \
<Select Path="Security">*[System[(EventID=4769)]]</Select> \

<Select Path="Security">*[System[(EventID=4624)]]</Select> \

)
)
<Select Path="Security">*[System[(EventID=4771)]]</Select> \
)
)

<Select Path="Security">*[System[(EventID=4625)]]</Select> \
<Select Path="Security">*[System[(EventID=4634)]]</Select> \
<Select Path="Security">*[System[(EventID=4647)]]</Select> \
<Select Path="Security">*[System[(EventID=4648)]]</Select> \
<Select Path="Security">*[System[(EventID=4656)]]</Select> \
<Select Path="Security">*[System[(EventID=4719)]]</Select> \
<Select Path="Security">*[System[(EventID=4720)]]</Select> \
<Select Path="Security">*[System[(EventID=4722)]]</Select> \
<Select Path="Security">*[System[(EventID=4723)]]</Select> \
<Select Path="Security">*[System[(EventID=4724)]]</Select> \
<Select Path="Security">*[System[(EventID=4725)]]</Select> \
<Select Path="Security">*[System[(EventID=4726)]]</Select> \
<Select Path="Security">*[System[(EventID=4727)]]</Select> \
<Select Path="Security">*[System[(EventID=4728)]]</Select> \
<Select Path="Security">*[System[(EventID=4729)]]</Select> \
<Select Path="Security">*[System[(EventID=4730)]]</Select> \
<Select Path="Security">*[System[(EventID=4731)]]</Select> \
<Select Path="Security">*[System[(EventID=4732)]]</Select> \
<Select Path="Security">*[System[(EventID=4733)]]</Select> \
<Select Path="Security">*[System[(EventID=4734)]]</Select> \
<Select Path="Security">*[System[(EventID=4735)]]</Select> \
<Select Path="Security">*[System[(EventID=4737)]]</Select> \
<Select Path="Security">*[System[(EventID=4738)]]</Select> \
<Select Path="Security">*[System[(EventID=4739)]]</Select> \
<Select Path="Security">*[System[(EventID=4741)]]</Select> \
<Select Path="Security">*[System[(EventID=4742)]]</Select> \
<Select Path="Security">*[System[(EventID=4743)]]</Select> \
<Select Path="System">*[System[(EventID=7036)]]</Select> \
<Select Path="Application">*[System[(EventID=18454)]]</Select> \
<Select Path="Application">*[System[(EventID=18456)]]</Select> \

</Query>\
</QueryList>
</Input>

<Output out_eventlog>
Module om_udp
Host

Port 514

Exec $Message = string($SourceName) + ": " + string($EventID) + ": " + $Message;
Exec if (§EventID == 18454 or $EventID == 18456 ) { $SyslogFacilityValue = 18; } \

else { $SyslogFacilityValue = 13; }

Exec if (§EventType == 'ERROR' or $EventType == 'AUDIT_FAILURE') { $SyslogSeverityValue = 3; } \

else if (JEventType == 'WARNING') { $SyslogSeverityValue = 4; } \
else if ($EventType =="INFO' or $EventType =="'AUDIT_SUCCESS')
Exec to_syslog_bsd();
</Output>

<Route eventlog>
Path in_eventlog => out_eventlog
</Route>

{ $SyslogSeverityValue = 5; }




#FEXFEMUB K OS IRIZAS 32 fUrTEl 64 I7TEE#E NXLOG IERERY
R &

= /770
LEEEIE -

GBIIRIE 4 64 iI7T OS £4%, #EIE " define ROOT C:\Program Files (x86)\nxlog "

o

# X FEbIE A N-Reporter %25 IP - N A& HI S8 A " 192.168.2.64 "
RESHIMWNE :

= mdog.conf IE

=~ & AL

HODAD D DO DD DWW

P R R |
G B WNRE SO

~
~

tem[ (EventID=4723)]

System[ (EventID=4724
System[ (EventID=4725
[ (EventID=4726
m[ (EventID=4727
m[ (EventID=4728)
m[ (EventID-4729)]
m[ (EventID=4738)]
m[ (EventID=4731)]
tem[(E ventID=4732)
System[ (EventID=4

[

[

[

[

[

[

[

tem[ (EventID= -4734)

tem[ (EventID=4735
»*[System[ (EventID=4737
System[ (EventID=4738
System[ (EventID=4739)]
System[ (EventID=4741) ]
(EventID=4742)]
(EventID=4743)]
ventID=7836)]]<
System[ (EventID=1845 )]]
stem[ (EventID=18456)]]

</Input>

<0utput out_eve g
Module om_udp
Host

Port

Exec

Exec i

+ $Message;
1y
A

" + string($EventID) + ": "
6 ) { $SyslogFacilityValue = 18;

Exec "AUDIT_FAILURE") { $J){:
else 1F ($E fentT)rpe == UAFI‘JII‘JI; ) { $Sy;1 verityValue = 4;
else if ($EventType == 'INFO" or $EventType == *AUDIT_SUCCESS® )

c to )y,loo bsd();

logSeverityValue = 3; } \

{ $Syslog5e‘-.fe rityValue

RYEN NXLOG :

URmEEBSMNIT] m<ERFIo 1RE NXLOG :

[ BtE 1-f ﬁﬁﬁ?’r%‘t |- BREREBRERN |- [ a<ERFT |-
70 | BE UAKREEESHHIT |-

M RRFITHA

net stop nxlog

BEAEM mIREANT

net start nxlog

!f C:AProgram Filez (xB0)\nxdogldatalnxlog log - Notepad++

TEEF)

|

1
a

E ZAA

SEX[ B 1o BRI |- 2%
RG] BRED 13N[ EFAENED ] -
#82E NXLOG BB IEERE :
7f & NXLOG B9 log #& " C:\Program Files (x86)\nxlog\data\nxlog.log "
» RIERBRLE -

BETH -] B# | AR nxlog ] -

ZE7~ Error BOE1

N

T X

/ [R5

_|al x|
X

g

FRIR(E) =IRE) WA RIS ERASL) BN ERE BT SMAEEE) |EyOM 0

=1 ER RE==CRCRCN

»

=l = R = E QLEU|-=¢E:I|:||:¢|§E£E&|

= ndoglog |

' WARNING stopping nxlog service

d a termination request signal, exiting...

|lengrh :

7.

Lon:l Col:1 Zel:0 DiodWindows JANZI N

iR, BERMETUREERE [Windows ] -
7

192 lnes: 4
¥712 Windows Server 2008 5%

4



manfalfER NXLOG EEEE Windows Server B

1.3 For Windows Server 2012
3. TF& NXLOG:
BI#E URL: http://nxlog.org/products/nxlog-community-edition/download
B FEAE IR EANEFHR nxlog-ce-x.x.xxxx.msi + 2% % T & nxlog-ce-2.9.1716.msi
4. 3 NXLOG :
B ERERM N ER nxlog-ce-2.9.1716.msi - 53 Install | - 1T NXLog B EBENLELR -
3. TFHEE Windows 2012 NXLOG B E1& nxlog_win2012.conf :
BIfE URL : http://www.npartnertech.com/download/tech/nxlog_win2012.conf
A RIIE 4R 88 LA 22 B8 1€ " C:\Program Files (x86)\nxlog\conf\nxlog.conf " B9 NXLOG ECE&1E, #%
FEM URL £/Y nxlog_win2012.conf iEXENRTENBER, RERFHRE LTES
C:\Program Files (x86)\nxlog\conf\nxlog.conf"E&& ) nxlog.conf EEPHSH R EEFE
i1 EREREAERAURERS. IERERH L EHER - METFIN - IRPEESE
Eventlog, EiBiEXE7 IENER Eventlog F5l, JHEE NXLOG Z ¥t Windows AD £
RERVELIE -
7t 2 : 32 {iIJT OS B9 NXLOG LHEIZ{ETE " C:\Program Files\nxlog\confinxlog.conf "
64 fiI7c OS A9 NXLOG L€ % " C:\Program Files (x86)\nxlog\confinxlog.conf "

4. TFEEE Windows 2012 Y NXLOG BCE1& nxlog_win2012_all.conf (&t £ EBAY Eventlog) :
BI{E URL : http://www.npartnertech.com/download/tech/nxlog_win2012_all.conf
N-Reporter I /AR IR AT Windows Server FTAB Eventlog * FHEEZEE Windows
Server AR ZR, A nxlog_win2012_all.conf IEREBHNREASEE, ABRKHA L WEZE
C:\Program Files (x86)\nxlog\confinxlog.conf" EEfEF Y nxlog.conf S EREETFHE -
IIE58 B 15 2 8 H F 73 Windows Server B Eventlog, I8 B8 & E Windows Server E#Fc
B = R BE BS RUBESR 31T NXLOG ©



http://nxlog.org/products/nxlog-community-edition/download
http://www.npartnertech.com/download/tech/nxlog_win2012.conf
http://www.npartnertech.com/download/tech/nxlog_win2012_all.conf

## This is a sample configuration file. See the nxlog reference manual about the
## online at http://nxlog.org/nxlog-docs/en/nxlog-reference-manual.html

## Please set the ROOT to the folder your nxlog was installed into,
## otherwise it will not start.

Moduledir %ROOT%\modules
CacheDir %RO0T%\data

Pidfile %ROO0OT %\data\nxlog.pid
SpoolDir %RO0T%\data

LogFile %RO0T%)\data\nxlog.log

<Extension syslog>
Module xm_syslog
</Extension>
<Input in_eventlog>
# For windows 2008/vista/7/8/2012/2012r2 and latter use the following:
Module im_msvistalog
ReadFromLast TRUE
SavePos TRUE
Query <QueryList>\
<Query 1d="0">\
<Select Path="Security">*[System[(EventID=4768)]]</Select> \
<Select Path="Security">*[System[(EventID=4769)]]</Select> \
<Select Path="Security">*[System[(EventID=4771)]]</Select> \
<Select Path="Security">*[System[(EventID=4624)]]</Select> \
<Select Path="Security">*[System[(EventID=4625)]]</Select> \
<Select Path="Security">*[System[(EventID=4634)]]</Select> \
<Select Path="Security">*[System[(EventID=4647)]]</Select> \
<Select Path="Security">*[System[(EventID=4648)]]</Select> \
<Select Path="Security">*[System[(EventID=4656)]]</Select> \
<Select Path="Security">*[System[(EventID=4719)]]</Select> \
<Select Path="Security">*[System[(EventID=4720)]]</Select> \
<Select Path="Security">*[System[(EventID=4722)]]</Select> \
<Select Path="Security">*[System[(EventID=4723)]]</Select> \
<Select Path="Security">*[System[(EventID=4724)]]</Select> \
<Select Path="Security">*[System[(EventID=4725)]]</Select> \
<Select Path="Security">*[System[(EventID=4726)]]</Select> \
<Select Path="Security">*[System[(EventID=4727)]]</Select> \
<Select Path="Security">*[System[(EventID=4728)]]</Select> \
<Select Path="Security">*[System[(EventID=4729)]]</Select> \
<Select Path="Security">*[System[(EventID=4730)]]</Select> \
<Select Path="Security">*[System[(EventID=4731)]]</Select> \
<Select Path="Security">*[System[(EventID=4732)]]</Select> \
<Select Path="Security">*[System[(EventID=4733)]]</Select> \
<Select Path="Security">*[System[(EventID=4734)]]</Select> \
<Select Path="Security">*[System[(EventID=4735)]]</Select> \
<Select Path="Security">*[System[(EventID=4737)]]</Select> \
<Select Path="Security">*[System[(EventID=4738)]]</Select> \
<Select Path="Security">*[System[(EventID=4739)]]</Select> \
<Select Path="Security">*[System[(EventID=4741)]]</Select> \
<Select Path="Security">*[System[(EventID=4742)]]</Select> \
<Select Path="Security">*[System[(EventID=4743)]]</Select> \
<Select Path="System">*[System[(EventID=7036)]]</Select> \
<Select Path="Application">*[System[(EventID=18454)]]</Select> \
<Select Path="Application">*[System[(EventID=18456)]]</Select> \
</Query>\
</QueryList>
</Input>

<Output out_eventlog>
Module om_udp
Host
Port 514
Exec $Message = string($SourceName) + ": " + string($EventID) + ": " + $Message;
Exec if (§EventID == 18454 or $EventID == 18456 ) { $SyslogFacilityValue = 18; } \
else { $SyslogFacilityValue = 13; }
Exec if (§EventType == 'ERROR' or $EventType == 'AUDIT_FAILURE') { $SyslogSeverityValue = 3; } \
else if (JEventType == 'WARNING') { $SyslogSeverityValue = 4; } \
else if (§EventType =='INFO' or $EventType =="'AUDIT_SUCCESS') { $SyslogSeverityValue = 5; }
Exec to_syslog_bsd();
</Output>

<Route eventlog>
Path in_eventlog => out_eventlog
</Route>




manfalfER NXLOG EEEE Windows Server B

HENXFEMIAK OS IRIER 32 I7Ts) 64 iI7TEEE NXLOG IEEHM IR -

KX EHIRER 64 17T OS %47, #IF " define ROOT C:\Program Files (x86)\nxlog "

A X FEMMuE A N-Reporter #28 IP - AU HIREA " 192.168.2.64 "
REEFWTE :

=] nulog nf_jL_J

<Query Id="a"» \

<Select Path="Security™»*[System[ (EventID=4768)]]</2elect>
<select Path="Security™»*[System[ (EventID=4753)]]</select>
<select Path="Security™»*[System[ (EventID=4771)]]</5elect>
<select Path="Security"»*[System[ (EventID=4624)]]</5elect>
<select Path="Security">*[System[ (EventID=4625)]]</3elect>
<select Path="Security">*[System[ (EventID=4634)]]</3elect>
<select Path="Security™>*[System[ (EventID=4847)]]«/5elect>
<select Path="Security™>*[System[ (EventID=4&48)]]«/5elect»
<select Path="Security™>*[System[ (EventID=4856)]]«/5elect»
<Select Path="Security™»*[System[ (EventID=4713)]]</elect>
<select Path="Security™»*[System[ (EventID=4728)]]</elect>
<select Path="Security™»*[System[ (EventID=4722)]]</celect>
<select Path="Security"»>*[System[ (EventID=4723)]]</%elect>
<select Path="Security">*[System[ (EventID=4724)]]</5elect>
<select Path="Security">*[System[ (EventID=4725)]]</3elect>
<select Path="Security™>*[System[ (EventID=4726)]]«/5elect>
<select Path="Security™>*[System[ (EventID=4727)]]«/5elect>
<select Path="Security™>*[System[ (EventID=4728)]]«/5elect>
<select Path="Security™»*[System[ (EventID=4723)]]</select>
<select Path="Security™»*[System[ (EventID=4738)]]</elect>
<select Path="Security™»*[System[ (EventID=4731)]]</celect>
<select Path="Security">*[System[ (EventID=4732)]]</5elect>
<select Path="Security">*[System[ (EventID=4733)]]</5elect>
<select Path="Security">*[System[ (EventID=4734)]]</3elect>
<ielect Path="Security™>*[System[ (EventID=4735)]]«/5elect>
<ielect Path="Security™>*[System[ (EventID=4737)]]«/5elect>
<ielect Path="Security™>*[System[ (EventID=4738)]]«/5elect>
<select Path="Security™»*[System[ (EventID=4733)]]</select>
<select Path="Security™»*[System[ (EventID=4741)]]</celect>
<select Path="Security™>*[System[ (EventID=4742)]]«/5elects
<select Path="Security">*[System[ (EventID=4743)]]</5elect>
<select Path="System™>*[System[ (EwentID=7@36)]]</Select> Y
<select Path="gpplication™>*[System[(EventID=18454)]]</Select> %
<ielect Path="gpplication™»*[System[ (EventID=18456)]]</5elect> %
- </Query> Y

r €/ QuerylLists

-« /Input>

e

<Output out_eventlogs
Hodule om_udp
Host 192.168.2. 64
Port 514
Exec fMessage = string(dsourceName) + + string($EventID) + + fMessage;
Exec if ($EventID == 18454 or $EventID == 18456 ) { #iyslogFacilityWalue = 1&; } %
i else { $s5yslogFacilityvalue = 13; }
Exec if ($EventType == 'ERROR' or $EventType == "AUDIT_FAILURE'} { %SyslogSeverityWalue = 3; }
i else if ($EventType == "WARNING") { $syslogSewerityvalue = 4; 1 %
i else if ($EventType == "INFO" or $EventType == "AUDIT_SUCCESS") { #swyslogsewveritywalue = 55 }
Exec to syslog bsd();
<fOutputs>

<Route eventlog:
Fath in_eventlog =» out_eventleg
<fRoutes

5. EYE) NXLOG :
B B ] BEAR[ Windows PowerShell | - ZE[MUAHZEEESHHIT] -
[ Windows PowerShell J&i A :
net stop nxlog
net start nxlog

it [ Ft -] 2mEETER |- BR#E |- HE[ nxlog ] - ARFEARTF nxlog ] —» BHEE[ BX
B ]Sk [ EWEE ]




6. BENXLOG EEEERE :

FRIEE NXLOG M log 18, 1EZREKIES " C:\Program Files (x86)\nxlog\data\nxlog.log " - &8
BEER Error (UEIE - RANIEERE -
[t Ch\Program Files (x86)\nxlog\data\nxlcg.log - Notepad++ |;|i_
@EF) WIEE VRO BHRY) SHN) EXEEQ) 200 EX NF SSHEP) ABW 7 X

o

ZRAPEOH/ B 4 ¢ QZ AN HRZ

ljhl nxlog.cont EJ nxlﬂg.lngl

-Ce=2./

ARNING n = ed a termination request signal, exiting...
INFO nxlog- .7.1191 started

Mormal text file length: 244 lines: 5 Ln:1 Col:1 Sel:D Dos\Windows ANSI INS
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