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— « ZKFAEHF- SNMP Monitoring, Flow Analysis and Syslog Correlation

1-1 = KEiTHE
< SNMP (Simple Network management Protocol)
FERRZHEREZENREREE (CPU/Memory/;&E/E B/Interface UP and Down
Z)VETER - MERFEESENF - F—(EFRMEMAEMERBBIRBEEERTRE
R - 15318 SNMP e RER B IRIER S RIS R BRI RRARES -
< Flow (NetFlow, sFlow)
Flow FWAZRRIZ T RBARAEBHENME - ZFUEEBRFIK IP #X720HE
(Packet) ~ B+ EHZE 789D Bytes ? EE Rk s UL 1 2 /) iE 4R (Session)szK ~ BIE 7%
D EIEAZ /) Bytes ? Z{EEH(ex: TCP 80)GBEZ/MARS - 35 Flow SRR D HTEE
% (BN PERRBEREXRSE/WREE -Flow FEEE OSI EE TRV Layer 3 B Layer
4 -
< Syslog
BEELZEHNZTHE AR AlRESNEAMNE FLE2MERBENZE LRTT
REEHT - rETEES TE Application) AR ETRELE D - EELRENAZRRK
TEEEM IT ABBHABTABRENEZHESHZI R ASNHEBERTSEx
P2P N&E - EFEENES ~ BIBMLEARISS) o] LI BN 7 #2 - RS AS BN
Z - BISFERAME S ESE B syslog iz H UG Hb#L - 1T EEAER
ZBHFREADTH L NZ2ERABERTHUKIREZHBASEH - Syslog RHEE
EETH Layer 7 -

[y

B — - = K& OSI HZ= R
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1-2 RTEBREES O ?

SRR EEEREBNEEMRENRELIREE RN - RIiTASRITHRIEE - BES
—EREE BRI AN ESERSBNVERERE  EZUNBEESKIHEMN IP - BELE
HEZRBAGRROER ERENAA—CRREEBEHRIE - IE9 - BEAS
NBERBZHEA - KERBENRETHERESE - BEEATRIE 7 4EERENE
R

S EAMENDKEERESZE CPU ERAHSERMRBREE> RTEEER KA
ErfE T ? AEEMEARNER - MEFERAZLIRMLSGE THARER ? ABBE L4
IEENEEBREEELSHENMN ?

AERMABR TR IT 2FEFEE - RBEIEREEAS T LEAZEAZIFAEN
R - FENREME - AAERMENSAMUBYNES -

EARZHWIBERT - MERE CPU ZAALIGISBEZERAL AR ERBRENES
HE - FH SNMP SRR E TEREEERZR CPU AR - AlEAS AN E ML
IP RHESHEF EMRBHIVERIE - T EEENEERS—ESET B-Flow HHT#
BT OIEEAY IP Ml - 28T - BAEANE T IP itk - MRABEKX - BEE—D 7
S IPEMEEREME (ex: WHE Switch BYMHE Port) ? Z2WME R ZE EEIRFEIER ?
MY ZEEEN Application FEELE IP XL EEAENITE ? 2EIHEA 7 Malware
5 ? SLEMBHNEREZRERN SNMP 52 Syslog Bt EI21EHHRER44 BT -

Il

\%'_—r

270, [EEfRERZ

EMEE?Z 2 IE = ERIS?
= NO 3 P Bytes Packets
- H R b 15?2 1 16115)  ([BRPE) 3413095 22.77M
= s ===z ==
3 127164 [RRFRL RG] 1520.13M 11.77M
EﬁEEE‘E Netflow 0. ] TRER | gareTH 1.02M
5 1574 HFEE PR 1158.98M 798.52K
3 1.127.166 [SAREGS EIRMIR] 1094.87M 8.60M
T 11402 RS 855.37TM 751.90K
8 12425 RIS 791.33M 543 45K
[ 148245 LEIRPEY 615.26M 414.26K
10 11875 ERAE 545.64M 11.32M
NN A ¥t sFlow
NO * AATE Bytes Packets
1 TCP:80 [nttp] 29767.64M 25.9TH
2 LDE4200 497 S50 0171 -
m 3 TCP1619 2566.04M 2510
\:\/ 4 TCP:35268 2548.11M 2490
] TCP:1609 1504.32M 1.47M
? .'- .ﬁ 6 TCP:35262 1502.36M 1.47M
S N TCP SOFH %7 7 TCP:1614 1168.89M 1.14M
‘/ E E'!‘]EBIE m E ik E?‘ 8 TCP:35265 1167.35M 1.14M
e 9 TCP1608 932.80M 911.03K
10 TCP35261 916.45M B98.8TK

B - Flow REHASHMBELENREBEERTR
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Login Server/DB

3 . -) <
é" 'gaa’ : @ 2568 eDonkey/eMlel... 151K
WANOOL mvsengen
Spear PhIShIng l 2269: BaTorent: Tr..,, 1.61K
facebook Anti-Virus
.u- } DDOS

T r—m

e
Virus mesb” |PS/|DS 1491: Grutea: CON..., 384~
4107: B2Toment: DA $.92K

' F|rewalSyslog Wl ~ ECEin

1 A7 Biooset 06T Tractss Communtcatons (0P Low S
2 2535 €0onayeibseOWI Fie Transir Request | Low "W
TI(; an 3| 28 Bt T Gt ™ it
UTM/NG FW © | S Gtz COMECT Ao UaPee s [
tak !? T : w8
* '} - =
@sitTorrent o 1eccon  / Web Filtering/SPAM

You

[E= - 18 Syslog SHNSHRASNZERAHEEERBFNES

= ARREERMMUZSZEZEBH—CIT #EL ANV ENWE - RABERNER
ERHABARZE - ZEEaRERBYN IT ABRNBERESHEIR -

» REBEEIRAE (Up/Down) i
- BEEERE(CPU/ Memory/BandW|dth) »*
- BEERE ¥
| SNMP
» NetFlow/sFlow
» L3/L4 Data
»RERERA
- BERAIEE ~ §EA/NEProtocol &1E
- REEMMBERE, ERREILUEBSyslogBSH » EEDDoSA T KkIE
(Event)/Audit/System LogZE - BETREAS/\WRERE
» Eff(Event) LogatEANERTA - oI ESSRER
» A ARSI ER
» L7 (Application Layer) Data

I~ = AME IR HE TFRE



1-3 Flow £2 Syslog R4 78 B4
Flow sCEmfEl 1P 2B EHAERET - ERANA®A Source IP ~ Source Port
Destination IP * Destination Port * Protocol * Packet * Byte % - il Syslog Hit T E2:R
REETEESH  ERNNBEESHZMWERA - Source IP ~ Source Port * Destination
IP - Destination Port - Protocol * %34 XRE((Hit Count)Z - 13 Flow £ Syslog
E—HEO]IfEFS 5 Tuples tE¥ AN 1T . BURBEECGES 2 1 2 #W) Source IP ~ Source
Port * Destination IP * Destination Port * Protocol 3 5 B2 #18E & ol IR R E—ELR1T

o TERZRIBEA

AR E8/AD . e %2 s
&

S/

. O N- K y
HEEIE —— § N-Reporter < ﬁ B K

B#&Port B EE Packets

C006929: DNS: DNS Query 306 k1,166 d_userd 51378 ™ .1 53 ™ 1K 1.44M
CDO06929: DNS: DNS Query 615 1.166 d_userd 57299 ™ L1 53 ™ 1K 146M
CD06929: DNS: DNS Query 1 1.131 d_userg E0890 ™ L1 53 ™ 1K 75K
C008929: DNS: DNS Query 6 1131 d_users || 53403 ™ B 53 ™ 1K 52K
124 Response 2 12 d_user2 2523 ™ 2830 53 us 1K 40K
8924 D LAIM Response 3 12 d_user? 20730 ™ 22 53 ™ 1K 40K,

B 7 - Flow £ Syslog B ES

RELLHER Syslog HiSSAIE IP [EESEESR DNS &5 - Z&48 5 Tuples 753
¥ ERF AR Flow BRI O] DIHIEERA DNS S TRAHEE TS OHE  hEZMEER
R - b5 - BEEE AHBIR HS(ex: AD)RIBESIHEZ IP MERE B FEE LK - REY
RIZFHE S SNMP - R EFEEE 1P B E A EMME Switch RUIME Port S - —5&
BA—BRIMNEKEREILUER2RFAAABERNES T EBAE aEATHTEHSE
KT BRI -
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ZARMEES A
Z6l— : 1 Flow 2M32IREE - Syslog MESHWEBMNFE

Bttt —(EEFEBERILFTETIEE - RE 27 (Flow Analysis) P 383 B —1&
BHEXN/NBF B (Packet Size=129-256 Bytes)E 2N ZHAGFREIA LT EZENFE X
N ETERERZIRARREE -

it Flow BRIBEFSA R EREH MR IP - RIZATEN(L-3)FTL - £ 5 Tuples
EE¥ A B AL HIEEEREMABETANNEEEZEETEHE OpenSSL Rk
AWARTR - BT RNEMEFZIEEEARSHR IP BEETR -

byte/packet
<65 [ 65-96 97-128 129-256 | 257-512 W >512

L L FEP F¥rort REER Bep Higport  EMIPEERE  RM
121152177 | 4885 N 83 | 443 8s
16270: TLS: OpenSSL ChangeCipherSpec Request 121152177 4885 N 83 443 79
penSSL ChangeCipherSpec Request 121152177 | 4706 N smARS 83 | a43 36
121152177 | 4706 N 83 | 443 36
121152177 | 5003 N 83 a4 11
121152177 | 5003 N 83 443 1
121152177 | 5221 N 83 | 443 3
121152177 | 5221 N 83 a3 3
121152177 | 5112 N 83 | 443 2
121152177 | 5112 N 83 | 443 2

BN - Flow DT3B EE IR IP - Syslog Hit e t BB RN ARIT R

< B : DNS MAKEFIEEREER- 1t Syslog BHtEE Flow EBEtELEENIERSE

DNS WEBAHKHE RNEBE  FTZRAZHEHE BUMBEEUNE - DNS I
BriEaes  Hp—fEE %S DNS Amplification B9 DNS WA E - BEEOIMIELE
£ DNS [E]fE 7R (DNS Response) - EHSEEERAIFRBFEE - L5 - DNS IR E T
B IP Spoofing F% + FEHF AR IP By M EIH IP WA - 51 ES= DNS
[O] A B R AN I B

SR - DNS WA EINIRE - IEEERE , IEEZIANKBESTER IT E3E
ABWERZEREWEEHRENGEIES ? BE - DNS MAKBEZZENEREERNIE
£ - BBEZUNMIANE DNS WA E(Syslog - EH)HIRERRNZIEZ/DIEE (Flow » 7t

6



8)? BATHEAKL T RMEE

% FEI%% T % DNS HAKEEHHRERSTBRNREEIEG/9 11:03 - BERE
IPS B2 MR R 5 - A TR BE(RE Flow EHEHE% DNS HINEHIR
B[E) - SHE BRI DNS H5h 8 a0 B HEENIRZIRE - B8 Syslog H3HEE Flow &
RESERE T BEAS T RRBSH VIR T RNTE -

13019: DNS: DNS ANY Response S P FEER  BHP BwPort  BEMIPEEME R -
2015/03/09 10:03 ~ 11:03
13019: DMS: DNS ANY Response 50.87.225.135 us . 49 53 13,059
13019: DMS: DNS ANY Response 11328162189 HK 49 53 6,965
11:03
EBIP 6 . 3010, DME. ONE A .
B 1 6k 13019: DMS: DN Y 71120142229 us 43 53 6783
WP 716K
2 13019; DNS: DN 11328163227 | HK 49 53 4815
g 13019: DNS: DNS ANY Response | 69.27.199.74 us a |53 3357
) 13019: DNS: DNS ANY Response | 684137.35 us 40 | 53 3122
/\/A.\ f-""w\"}\J\/\/\ DNS ANY Response | 63141198179 49 | 53 2633
0Ok 019: DNS: DNS ANY Response 11328162147 HK .49 53 2,006
101 10:20 10:30 10:40 10:50 11:00
13019: DMS: DNS ANY Response 63.141.198.217 .49 53 1801
A Eifie  — S 13019: DNS: DNS ANY Response 104.255.76.117 .49 53 1136
bps Line Report pps Line Report
2015/3/9 0510 ~ 2015/3/9 1110 2015/3/905:10 ~ 2015/3/911:10
0K 0
00K
o
0 0
08.00 09:00 10:00 11:00 06:00 07:00 08:00 09:00 0:00 11:00
Sendbps — Received bps Send pps  — Received pps

Bt - 7 Syslog Hat DT BRIBR B EH - th¥ Flow BERHSHZEHHEREZ VMER



BEem—RNER T 2SR

E AV EREE(Data Collection)EAXE#E(Big Data)iEIE AL

SNMP - Flow £ Syslog ERRERNTT

NERISZZER B — =PRI AR - B N ERREIARS  ABMNERTAEELZSHRES
R2ENAEGREE  BZTEMEMETER SNMP « Flow 8 Syslog BRHREE - AR
B EEE - B 488 B 7 5 B (Router/Switch/Wireless/Load Balancer) ~ Z £ 5% 5
(Firewall/UTM/IPS/WAF/Web Filtering/Spam) * falARgs - &F—&%E Flow &1 Syslog & -

EWENE1&B5E(Log) Internet

Security Log: IPS/IDS, UTM, WAF,
NGFW, Wireless

Flow: Netflow(v5/v9)/sFlow/)flow
Traffic Log: Firewall IPS/IDP "5
Server/Application: Web Router 4%
Server(Apache), AD, Database(Oracle,

Firewall!

- []

MSSQL), Server(Linux, Mail)...
SNMP Polling: HW health, Link

switch & £ 3l X
Up/Down, Error Message @Eﬁ 'J“ A“ 'Jﬁ
Syslog Events
Flow Records

@)\ - STEHEREE SNMP - Flow £2 Syslog

e N-Reporter

< SNMP (Simple Network management Protocol) Polling
K18 SNMP v1N2/v3 #ERVER B SR STEERRA z
E|_| ]
ARZE(LUIAE Object ID, OID FR)EFAMIR MIB -

B dod [E)
EI_I intemet (1]
file (Management Information Base) - JMBEREEED o decton (1)
=L mamt (2]

NN _ N R , E|_| mib (1]
PIERZE B SNMP 17 E REER MIB 2 8RS A L system (1)
E-L1 interfaces [2]
o RPN J at[3]
E§1E E'g 1@% HK‘?—L‘E ° -4
-] icmp (5]

=] = o -] top (B
AE=Z MIB Tree =P
B egp (8]
-] expenimental (3]
-] private [4]
J enterpriges (1)

-] securty 5]
SNMPv2_|: = srmev2 (6]

. _| shmpDariaing (1]
Addition -1 snmpProys (2]
-0 1 snmphModules [3]
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< Flow (NetFlow, sFlow) Records Export
RS KRZE MM Router/Switch #SZ1& Flow Z i (Flow Export) I8t - LR & Cisco
&2 NetFlow EHRY CLI s # Al

Command

(Google search: Cisco NetFlow Configuration)

Purpose

Step 1

Router(config)# interface type slot/port- Specifies the interface, and enter interface

adapter/port (Cisco 7500 series routers) configuration mode.

or

Router(config)# interface type slot/port(Cisco
7200 series routers)

Router(config-if)}# ip route-cache flow Enables NetFlow for IP routing.

To export NetFlow cache entries to a workstation when a flow expires, use the following

command in global configuration mode:

Command Purpose

Router(config)# ip flow-export ip- Configures the router to export NetFlow cache entries to a

address udp-port workstation.

To confirm data export, use the following command in EXEC mode:

Command Purpose ‘

Router# show ip flow Displays the statistics for the data export including the main cache and all

export other enabled caches.

BRI B Flow LR EHD ML AMERE - bR 1 Cisco ZMIMBAZE &S —
1B 5 sFlow (ETl - EZHEZEMERER - MEBnaEAREBIIREMS -

FERIP FREPort B BeggpPort  Session Packets Bytes Protocol BANTH MEHTE
2106117116 222 163.32.56.52 54333 1024 1K 100K TCP Ten-GigabitEthernet2/7,/0/5 Ten-GigabitEthernst2,/0/0/1
163.28.130.14 443 163.32.78.56 1982 1,024 1K 141M TCP Ten-GigabitEthernet2/7,/0/5 Ten-GigabitEthernet2/0,/0/1
21061248235 443 163.321561.140 27334 1,024 1K 146M TCP Ten-GigabitEthernet1/7,/0/5 Ten-GigabitEthernet1,/7,/0/1
163327424 80 101123282 14693 1,024 1K 1.4mM TCP Ten-GigabitEthernet2/0,/0/1 Ten-GigabitEthernet2/7/0/5
163.16.242.155 62107 163.28130.13 443 1,024 1K 52K TCP Ten-GigabitEthernet2/0/0/13 Ten-GigabitEthernetl,/7,/0/5
163.32.2119 80 118.160.184.38 57870 1,024 1K 145M TCP Ten-GigabitEthernet2/0,/0/1 Ten-GigabitEthernet2/7/0/5
2106117116 222 163.32.56.52 54333 1024 1K 484K TCP Ten-GigabitEthernet2/7,/0/5 Ten-GigabitEthernst2,/0/0/1
2106117116 222 163.32.56.52 54335 1,024 1K 164K TCP Ten-GigabitEthernet2/7,/0/5 Ten-GigabitEthernet2,/0/0/1
163.28.130.14 443 163.327856 1982 1024 1K 141M TCP Ten-GigabitEthernet2/7,/0/5 Ten-GigabitEthernst2,/0/0/1

B/l - Flow Records A&



BEem—RNER T 2SR

2% IT AB¥HE Core Router/Core Switch B{E) Flow B BEZ L ER B -
LA R B ES Flow I5 O] LIRE E A EUR (Sampling) == - LUR D s BRI BER 1B -
B RN SERRENEERERENRRE - B0 S IHAY Router/Switch BRI 1E
MEEZE A Flow RHEUEF T Flow FEREEH TF -

BR 7 ¥R Router/Switch BC E4S Flow ERIA N 24 B LEAS—EE
KB 75 F= IR ER 1R (Probe) - A 213 M8 £ 3 IR 5 (Mirron) R EEH— 1 2
SNEBEY Probe - HH Probe 1% Router/Switch IEE R E 8 AL NetFlow 3% sFlow &3
BEEISITTEE  HEEAT A Router/Switch HEEEER - RERERINNIFEE
£XH& Probe -

Q EFREFEEMirrorfIE
¢ internettE A] ‘
0 EREBREABSABE
@ VPNIEAZ f
@ ' Server Farm/Data Center/VM &3 l

\ NetFlow
\ /sFlow

N-Reporter

B+ - ZER=EHE Mirror BNUE

Syslog Events Export

£ Syslog FREHHT(Event) EEEAD MU EZEXBE ZHBKIFES
K - BIEAEIS A - £ - AARES(0S - Application)&8E8EZ 8 Syslog © 2R -
Syslog ELHIRELAMEE - HERAATNTEA—% - FHILEWIRROEES T ZhE50 W
HEEEARRENHER - W HIEAR{E(Normalization) - A BEM 24T -

10



Enable

Syslog Server: | 210.71.213.25

Protocol: @ UDP () TCP () Encrypted TCP

Certificate

Subject DN:

Valid After:

Expires: Import...
Port: 514
Log Type: Snnrl Sysiog Format Ve v |

Event Query: AII Eve..

Facility: Secur'rty.rAuthurizatiun v-
Severity: .Sever'rty in Event v.
Delimiter: TAB |

Include Timestamp in Header
@ Mone
) SMS current time

) Event timestamp

[ Include SMS Hostname in Header

Send New Events/Log Only

[B+— - Syslog ¥4 5% E &4l

B AR &% Syslog & HEE O] £ IL48IL http://www.npartnertech.com/Support.html

FEAB9L0GEE LIEREE |

Fa.c’”it_',.r auth (43, Seuerit¥ errtlr (_3)
§ 22:50:01 1 st\mw-\mlzuno@umzs901 (480N TF-TPEODE" /163,15, 40, 248\&115&65632\0112\011
B1uck\tll1_LUn’\U11b5D?ac3d 2%Ad-11de- 8256 Quﬂ?ﬁgdlﬁlc?'\ﬂll 120: TCP: Segment Duer'la? with pifferent Data g Fragroute™ 011
"7l20: TCP: segment overlap with pifferent pata, e.g., Fragroute’ \Clll.tcp\ljll “WOLL6G0, 0.0, 3 EQDQE\OIH?? 165,1.3:1003° 0112011
C605T224 901 -4 50,0111 3%001 " "O110%00138-34
10:42:10.687311 1P (tos Owd, tt]l &4, id 1, offset 0, flags [none], proto UDP (17), Tength 3540 192.168.0.251.27531 > 192.168,
2,88, 514: s¥sEL0G, length: 338

Facility auth (4], Sewverity error (3)

Msg: Jun 5 22:50:001 163.15.40, 248 BLENOLLwAM01120110605T225001-MB800001 " TF-TPEO0E" /163,15, 40, 2484011 56656824011 24,011
Block™011Major 011b507ac3d-298d-11de-8256-00079%al161c 7011 " 7121 TCP: Header Length Inwvalid, e.q., Fragroute™,011°7121: TCP:
Header L{n h Inwalid, e.q., Fragroute™011ltcph0dl™ “S0121192.168.1.4:1004%00160. 0. 0.4 1600045011 301106057224 901 - 04 800011144011
*oMhoiionoildaa-4m
10:42:10.687336 IP (tos 0wd, Tl &4, id 1, offset 0, flags [none], proto UbF (173, length 3547 192.168.0.251. 27531 > 192.168,
2.B8.514: SvS5L0G, length: 326

[FHRIEERLoGA AERR A S TBYE A

W FHP FH/rPort FHEN gmip BsPont HnEn Ed

S601: SSH: SSH Login Attemipt Chent Regquest 1104513340 34695 KR 20372157.204 22 557

3601 S5H: S5H Logen Atternpt Clhent Regquest 110.45.139.40 45397 KR 20372197.138 22 ™ 146

01: S5H: S5H Login Atternpt Client Request 1104513540 4TBET KREJ 20372122185 22 ™ 122
13608: TCP. PDF Containing FlateDecode Filter 163.32.250.179 ED ™ 5624979136 32619 us 76
G ANY Responte 16314402 B398 ™ 16318112 LE] W L1
11385 HTTP: Default Page Request (ONLY enable when under Das attack J001-288:8200-1: 116066 38126 2001:282:8401-0:163:16: B0 al
1345 HTTPR: Default Page Request (ONLY enable when under DaS attack 200028882001 16«5 38126 2001:2825:8401-0163:16; 8D 41
Elack List 111111111.111 163.3289.113 8433 n 111111111111 80 » 47
13005 DMNS: DMNS ANY Response 16332481 53712 Y 163221352 53 ™ 4

B+ - Syslog Hit [EARCEA B 5B EWETHRET AN

11
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2-2 REKXNEIE(Big Data) B EIBMEEREEE
15 NEEAEEIERY SNMP - Flow 2 Syslog EREDTRENEHNZE S 7O IEEEIR
MEEENFERIRN - MEIABAEDRIRE - EMEMS IT ABRRRUITHEREBEME
Bt ERNEYOTAE -  REEEREANHBERNEBERTASS - B SNMP -

Flow £ Syslog WERBMEASTNEE - ZEHEEEETIENR , XNEMREE  BEFEFES
S EEREEE RIEEE ] - B RIANEII(Receive) « 7 $8(Classify) * 125C(Tagging) * #=F

(Store) ~ = (Search) - :EEEV(Read) * 5T (Statistic) + A LEZE 7 4T(Al Analysis) + HZ
(Alert) 2 #5 & (Reporting) UK EL#R (Audit) W B EIRETEN W BB B EE W ANERESE
R e

Yﬂ]ﬁ]‘

HARAT A ERNEIEREBSRIFNOHE S MEEN EIEAREIE : Syslog & Flow Bl
FEUWER B F AR EIED#H 1T IERRE(Normalization) 72 - EZ1RIE 5 Tuples [RIB#E
TR LLES (Correlation) - INEE1EEC(tagging) Z Bt L BREMUEZENFE AN ABEEZBE

HRENGHERTMSD -

msyslog DB and Flow DB

M No SQL structure. Receive raw data, normalization, classification, tagging, store as file format.

¥ Correlation

" Real-time correlation (5 tuples) - in memory cache

Syslog ﬂ ; Real-Time
Receiver : Normalization

Syslog § Real-Time

; Correlation and Classify
Flow i Real-Time
Receiver 3 Normalization
-

Netflow / Sflow Netflow V5 / Vg gremesseseseeessnsaaaanneeeaan :

SFIOW E n E L e St TR
Polling Agent : Correlation :
gressensnnns Schedule Report [N
: Predefined
Postgresql DB Reporter

Storage

Dataset

Flow
Storage

B+= - REBEERE

12




A THRIREER RSHFZRMSLREZEBRN SQL REBLURERMF(No SQL)-
R - ERMTEEREEREMBENSKE - FRTCNLESMEE - ZEERERNBERE

oJDUE B RE FRADER B FRREER - EELBEMEENFEmE - B
BEFTNHIIENBTHERAE - 78 NWEERR :
EE FFENRE RENEEIBRE
S BMERBWESMERE  Hik 1) BEWEH Flow LUK syslog B
Normalization EALFENE D - EBRABRDE RHEHETIER(EERE
T2 PLESZHE—RLKEL—FTREE  ER{IEEMNERIEE 5 Tuples
Correlation BENBEBMETYIHNZR R A EFHEE—iE
S 3 BEULZRENENRENEEEN  ELUEERERETF A Storage Al
Tagging & Store %L - BYZRHE LM - FEcFERMm MBI EER  BE - BiY
i 2 BT R G (Attribute) ~ EZAR R - BR~F

5% FRNES

HER 4 EANERBEEFMmaRitHETE  (EHE NMESMIE TOP N 4
Search & Report  #th77EE - IKIBEAROKREKRET  FIEHRERFES - 205RE
o I e B RRMA D BUIIEIE SRETT

BaEE  BHER
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= DABEBREER SNMP EIRREESE - Flow ED T - HIESHRE

3-1 =¥ VIR - B ASERER RN IRE BN
BRAESTEMEANGERIEEAEFEBERB N HEAR S8R EBETERE
FEF S EEE 2 E)RZERBRINEES BIEAEUEINERAER B - MARIEREER
Rsa B ARV 4 B e e B RO BRI - ERFIRIR 7 B 4518 (Tree View)iF AR REIRO E 1ERA R L
0! Windows EEAEERENENZURZE  BRMERSIAGERBERE | AUEH
fR AR NPT BASNERED - FRRETIMIEERABE BB KBERIRIR
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