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Preface

This document describes how to set up sending syslog of FreeRADIUS Server on Linux/FreeBSD -
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1. FreeRADIUS audit Setup

1. Edit configure file radiusd.conf
cd /etc/freeradius

vi radiusd.conf

Modify the following settings in radiusd.conf :
logdir=syslog

destination = syslog

syslog_facility = daemon

stripped_names = no
auth = yes
auth_badpass = no

auth_goodpass = no

Setup example :
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found in the
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allowed values: {no,

Log passwords
auth badpass
auth goodpa

allowed valu

auth badpass

auth goodps:

2. FreeRADIUS restart :

Debian Linux or Ubuntu Linux
letc/init.d/freeradius restart
Red Hat Enterprise Linux

service radiusd restart

FreeBSD operating system
letc/rc.d/radiusd restart
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& B et
2. Rsyslog Setup

1. Edit configure file rsyslog.conf -

vi /etc/rsyslog.conf

2. rsyslog.conf setup :

$ModLoad imudp

$UDPServerRun 514

daemon.* @192.168.2.58

<Format> $facility.* @9$N-Reporter_IP
At first chapter, the setting about FreeRADIUS syslog_facility is daemon, so here the last line
$facility must be daemon too. Facility daemon means the facility code 3. The $N-Reporter_IP

should be the IP of N-Reporter machine. Here is 192.168.2.58 for example.

Setup example :

15 # provides UDP syslog
16 |$ModLoad imudp
17 |$UDPServerRun 514

3. Rsyslog restart :

Debian Linux or Ubuntu Linux

/etc/init.d/rsyslog restart

Red Hat Enterprise Linux

service rsyslog restart

FreeBSD operating system

letc/rc.d/syslogd restart
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Technical Support :

Email: support@npartnertech.com
Skype : support@npartnertech.com
Sales Information :

Email: sales@npartnertech.com
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